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Exam Name: USDA-ISA-FY2012-POST                                Exam Sequence ID: 90 (3) 

Date: __________________          

User ID: __________________User Name: ________________________________ 

Question #1 
What is not PII? 
 
     A. Gender 

     B.  Place of birth 

     C.  Information about or associated with an individual 

     D.  Employment History 
 

Question #2 
Theo receives an E-mail from his bank while at work. The e-mail emphatically states that he must 
verify his personal information immediately or his account will be closed. He clicks the link provided in 
the email and enters all of his information online. This is an example of: 
 

A. Cookies 

B. Mobile code 

C. E-mail attachments 

D. Phishing 
 

Question #3 
Diana has her paycheck deposited directly from her employers account into her checking account. This 
is an example of what? 
 

A. Telework 

B. E-commerce 

C. Phishing 

D. Cookies 
 

Question #4 
Which term refers to a secure systems ability to protect against the unauthorized modification or 
destruction of information? 
 

A. Availability 

B. Confidentiality 

C. Nonrepudiation 

D. Integrity 
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Question #5 
Which of the following are an example of a security incident? 
 

A. Attempts to send electronic junk mail in the form of commercial announcements. 

B. Attempts by unidentified or unauthorized people to obtain sensitive personal or business 

information. 

C. Loss of a government laptop containing personnel information. 

D. All of these are security incidents. 
 

Question #6 
Ryan receives an E-mail that states the internet is being cleaned up and that he should leave his 
computer powered-off for 24 hours after receipt of this message. After careful review of the message 
contents and verifying the information with the help desk he realizes this is: 
 

A. An attempt at social engineering. 

B. A file sharing attempt. 

C. A phishing attempt. 

D. An E-mail hoax. 

 
Question #7 
All of the following are acceptable procedures for backing up classified information except: 
 

A. Back classified information up daily. 

B. Store backups in your desk drawer. 

C. Store backups at an approved secure location. 

D. Label backups with sensitivity labels. 

 
Question #8 
If your coworker is able to access your 401K account to check your balance, which secure system 
property is being violated? 
 

A. Authentication 

B. Integrity 

C. Availability 

D. Confidentiality 
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Question #9 
Walt found a feature in his E-mail that allows him to automatically download attachments. He thinks 
this will give him faster access to the attachments he gets. Using this feature can: 
 

A. Activate a virus associated with an attachment without his knowledge. 

B. Create peer-to-peer threats. 

C. Eliminate viruses from his computer. 

D. Make E-mail management more difficult. 

 
Question #10 
Which of the following vulnerabilities is most likely to be exploited by an external threat to the 
infrastructure? 
 

A. Floods 

B. Software flaws 

C. Insufficient cooling 

D. Disgruntled employees 

 
Question #11 
Michael is the victim of identity theft. He should do all of the following except: 
 

A. Keep using his credit card accounts. 

B. Notify his bank and close the affected accounts. 

C. Contact credit reporting agencies. 

D. Report the crime to the local police. 

 
Question #12 
For Official Use Only (FOUO) and Controlled Unclassified Information (CUI) may include all of the 
following except: 
 

A. Secret information 

B. Personnel information 

C. Sensitive information 

D. Payroll information 

 


