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Level 2 Account Setup

For Lenders
Step-by-Step Instructions for getting
access to do Electronic Business With
Farm Service Agency



eAuthentication Advantages to Lenders

*Faster Service- Documents and forms are submitted in real-time. Save mailing
time, paper generation, and faster turnaround.

*Access to FSA’s Paperless Systems- Loan Status Reporting, Loan applications
and closing documents, Access to borrower’s account Information, Loss Claim
Submission (coming soon), and Interest Assistance Renewals (coming soon). By
using these systems, Lenders will have instant access to their borrower’s account
information according to FSA records.

*Electronically sign documents- By using your USDA eAuthentication account,
you can digitally sign documents so you don’t have to sign originals.

*Flexibility- No software to buy or install. You can submit documents and images in
any of the following formats: Microsoft Word, Microsoft Excel, Adobe Acrobat PDF
documents and images, Web Equity Manager exported ZIP files, Images, and Text.

*Secure and Private- eFiling uses 128 bit secure socket layer (SSL) encryption
technology used by many commercial banks in on-line banking applications.-

We Do Not Use lender employees’ Social Security Numbers. You should
change your password on a regular basis.
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Obtaining Access for
Electronic Data Submission

Lenders who will participate in electronic reporting for Farm Service Agency
(FSA ) Guaranteed Loans must do the following:

Recertify using the revised FSA 1980-38 Lenders Agreement which includes
the terms and conditions for lender participation in electronic data submission.

Designate an employee as a Security Administrator who will act as a point of
contact to FSA. All Security Administrators will need to have level 2 Access.
A lender can choose to designate additional Security Administrators to act as
a backup.

A Security Administrator may delegate and assist in maintaining the access
for the other lender employees and may grant view or revise access to all
FSA loan information for all branches of the lender.

Ensure that all lender employees who need access to electronic reporting
obtain a Level 2 eAuthentication ID and password at this time.

Any user who already has a Level 2 eAuthentication account
does not need to self-register again.
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Obtaining Access for
Electronic Data Submission

« Spam filters may cause problems in completing e-Auth signup and future
email notices to lenders from GLS. Lenders need to make sure that their
firewall and spam blockers do not block out these email addresses. Itis
suggested that lenders should modify the ‘trusted sender’ list to allow any
“‘usda.gov” e-mail addresses to bypass the spam filters. Lenders could also
check to their email is set up to direct emails from unknown senders to a
spam or junk folder where they could pull up and identify it as ‘safe’.

« If the IT department require an exact address the email for the e-auth
system comes from:

eAuthHelpDesk@ftc.usda.qov
« The GLS emails come from:
RD.DCFO.GLB@stl.usda.gov

9/18/07 4



USDA
LOLA

F-‘

Level 2 Access

hwww. fsa. usda. gov/FSAfstateoffap p?mystate—-mtttarea=homeftsubject=landingfitopic=landing - Microsoft Internet Explorer,

File Edit ‘Wiew Favorites Tools Help

@Back © \_;J @ @ \{h pSearch *Favorites @ Bv “i_\ﬁ |y_;| < \_J ﬁ .‘3

&ddress

hiktp: v, Fsa, usda.gov/mt| &.

b

USDA United Stales Department ol Agricullure
sl Farm Service Agency

| Search FSA You are here: Montana
Message from

the State Executive Director

| all Fza v ,
© Advanced Saarch Welcome to the Montana State Farm Service
Agency (FSA) website,
© Search Tips FSA assists Montanas farmers and ranchers in

- preserving and promoting agriculture within
Browse by Subject Montana.

Best Wishes
I Co .
unty Offices Randy Johnson

MONTANA

“ Wiew FSA Hay Net

b County PCP Data In the News
b Daily LDP Rates May 23, 2007 - Women Stepping Forward for

Iy Agriculture Symposium October 2 and 3, 2007, Dillon
b Photo Gallary {news release) {(agenda) (flyer) (scholarship application)

May 23, 2007 - Tribal Outreach Forum, September 24-

P FEIES 27, 2007, Bozeman {agenda)

I Newslattars
deadline dates and upcoming events.
March 26, 2007 - DCP Deadline Extended (rnore)

February 23, 2007 - FSA Accomplishments for FY 2006
explaining payments by program and by individual
county. {more)

b State News Releases
b State Events

February 13, 2007 - Counter-cyclical Payments Not
Issued for Certain Crops (rore)

January 26, 2007 - FSA in Montana has submitted a
plan to the National FSA headquarters to close 7
offices {more)

May 3, 2007 - The F5A peek for May, read for important

Hot Links

© 2007 County Committee
Election Information

“  Information for Guarantee

Lenders

“ Montana Producer
Handbook Fact Sheets-Fact
Sheets for programs
administered by FSA in

Montana

“  Information on Managed
Haying and Grazing on CRP

acres

: Contact Us

| Want To...

“  Wiew Directory of State
Office Personnel

iew Individual County

“  alphabetical Listing of
Montana F5A Employees

En Espal

L

Blc nks ®

Farm Service Agency

http://www.fsa.usda.gov/mt

1. Type in the
following web
address and press

“enter”

2. Click on
“Online
Services”

|

@ Trusted sites
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nline Services - Microsoft Internet Explorer

File Edit ‘iew Favorites  Tools  Help ﬂf

@Back © \_) @ @ \{h pSearch *Favorites @ Bv .‘{_!; |9_.F| < |_J ﬂ .‘3

Address @ http: v, Fsa. usda. govFSaiwebapp?area=onlinefsubject=landingftopic=landing

v Go Links **

£y

USDA United Stales Department ol Agricullure
sl Farm Service Agency

SR QT A TR

Homeé About FSA State Offices News & Events m Forms belp " ContactUs & EnEs |

- You are herer FS& Home / Online Services _
B3/l Online Services

3. Click on
“Create an
Account Page”

&l FSa hd
| @ Advanced Ssarch | For your convenience we have provided severgfl services " Related Topics
online, If you are new to the site and would |fe to obtain a
@ Search Tips USDA Service Center Custorner ID and pagfword, please “elDP
ot require an ID 0 eDCP

" Register now. Several online services dg
Browse by Audience and password.

USDA eaduthentication is the system yfed by USDA agencies to

2 eFOTG

i N ! a
| Lo StionlRoGE vl enable custorners to obtain accoungfthat will allow them to ESLI
access USDA web applications ang services via the Internet. » Financial Inquiries for F5A
Browse by Subject This includes things such as subgfitting forms electronically, Producers
completing surveys online, angfchecking the status of your  Hay Net

b Aerial Photography USDA accounts.

. 2 USDA Customer Statement
Please note that USDA wi

only accept eduthentication

# Commedity Operations Accounts from individug)f, & et (e (o
k- Conservation Programs Currently USDA eAutfentication does not have the mechanism
» Disaster Assistance to issue accounts tg usinesse.s, c.orporations or other én.tities. Media Help
Programs '(I;o aapl?&fonr a g .g efuthentication Account, please visit the To view POF files you must
» Economic and Policy oL Gl afetet i e LoJo have ddobe Acrobat Reader
Analysis [ installed on your computer,

i Environmental and Cultural| eForms

Resource Compliance To view Flash files you must

Why go down to your local service center - go here to find the have Macromedia Flash
 Farm Loan Programs forms you need and submit them electronically. Playertlnstalled @m FEu
computer,

B LR BNCIRBQUIRHARET | e e s
Electronic Loan Deficiency Payments (eLDP)

I Outreach and Education o ) . o . . Ouestiong?

@ htkp: v Fsa.usda.gov FSa webapp?area=onlinefsubject=landing&topic=landing @ Trusted sites
—_—— =
1y Start &
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File  Edit
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‘figw  Favorites  Tools  Help
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soft Internet Explorer
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Address &jhttp T eauth.egov.usda. gov/eauthCreateAccount . hitml

USDA United Slates Depariment of Agricullure

ﬁ USDA eAuthentication

™ [ p—C

| Quick Links
& What is an account?
k- Create an account
I Update your account
Administrator Links

+ Local Registration
Authority Login

Farm Service Agency

Home : About eAuthentication: Help | Contact Us @ Service Centers

B 4. Click on “Level 2

¥What Level of Access do you need?

Access’”

If you are a USDA Federal Employee , you should visit fie USDA Employee Create an
Account page to create a USDA eAuthentication Employvey/ Account.,

If you are a customer (non USDA Federal Employee) of USDA , vou should answer the
following guestions to determine the type of account you will need:

* wiould you like to interact with the USDA doing thegffollowing?

»  Conducting official electronic business tranfactions via the Internet?
»  Entering into a contract with the USDA?
»  Submitting forms electronically wia the fhternet with a USDA agency?

If you answered YES to 1 or more of thfggquestions, you will need to register for an
eAuthentication account with Level 2 Access,

If you already have an account with Level 1 Access, log into your profile and apply for Level 2
Acoess,

would you like to interact with the USDA doing the following?
& Custormizing a Web portal page for specific information about USDA agencies?

® Obtaining general information about a specific USDA agency?
®  Participating in public surveys for a USDA agency?

If you answered YES to 1 or more of the questions, you will need to register for an
efuthentication account with Level 1 Access,

shAuthentication Home | USDA gow | Site Map

@ Trusted sites
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<3 Create an Account - Step 1 of 4: User Information, - Microsoft Internet Explorer 6. 'User ID' mUSt co ntai n on Iy
letters or numbers. (6-20
characters)

File Edit View Fawvorites Tools  Help

eBack - \_) |ﬂ @ h /_\J Search “51:( Favorites 6‘3 [_:v .,:\; ly_fl - _J ﬁ .‘*’.

Address @j https: fieauth,sc.egov, usda. gov/efuthyselfReqgistration/selfR eglevel2Stepl jsp '
USDA United SIamsDeparwent_oIAqﬁcumm - .
AN USDA eAuthentication ! 7. Password requirements:

E === "] p—— e *At least 1 uppercase letter
— = e —rter “At least 1 lowercase letter
m eate an Acco *At least 1 of the following non-
Form Approve - OME fo. 05030014 alphabet characters: 0123456

b Update your account Level 2 Access

Step 1 of 4: User Information * — . .
Administrator Links 7 8 9 ' # = $ % =+ =y ? ~

If you are a USDA Federal Employee, click Emplgdyee Creafle an Acco
; USDA eAuthentication registration process,
b Local Registration 9 P

Authority Login Public customers should complete the informatiog below to greate a USD (9-1 2 Cha ra Cte rS)

_I: the esuthentication Privacy Act Statement anfl Public Byrden State

inforrnation on how your personal information will be protecfed, *M ust NO T Contain your ﬁrSt and

all required fields are marked by an asterisk (*). Enter youf first and las

appears on your government issued photo IDJE g, state dfver's license /ast name, User ID’ Mothe,JS

User ID*:

Maiden Name, Date of Birth, 4-

5. Firstand —— digit PIN, security questions or

Iast name Middle Initial: answers

must match B *Can NOT contain dictionary

name on e words, spaces, tabs, or any other
photo ID o special characters not listed above

B B z *Will expire in 180 days
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) Create an Account - Step 1 of 4: User, Information - Microsoft Internet Explorer

File Edit ‘Wiew Favoribes Tools  Help

eBack > | \ﬂ @ ;\J /.._\JSearch -51'\'( Favorites &3

Level 2

- M- L)Y

= 8. Email address

CCesSsS

should be your
bank email
address not your
personal home
email address

-

lency

Address Ej https: ffeauth, sc.egov.usda, goviefuthiselfReqgistration/selfReglevel25tepl.jsp

Home Postal/Zip Code®:

Country Mame®:

Email*:

ail address must be valif to complete
gistration

Confirm Email*: |

Home Phone: (l

International Home Phone: |
{if applicable)

Alternate Phone: (l

D |

International &lkernate Phone:
{if applicable)

Mother's Maiden Name®*:

/[ |

4 digit PIN*:

I:I Noﬁ: rou cannot use a zero as the first digit

Your Date of Birth™: |

¢ | rrn/dd v yyy

once.

Please create your 6 security questions and answers. This information will be used to
validate your identity if you forget your password. Each question can be used only

Click the Continue button to go to Step 2

9. Mother’s maiden
name, Personal
Identification
Number (PIN), and
security questions
will be used for
verification if you
forget your
password.
REMEMBER THIS.

10. After
information is
completed, click
on “Continue”

¢ Inbox - Microsoft Qut. ..

= e

Ty ctart
Iy Sl'aﬂ‘

.=-"':' 3 Internet Explorer

é @ Trusked sites 9

-f @ Microsoft PowerPoint ...
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reate an Account - Step 2 of 4: User Information Confirmation - Microsoft Internet Explorer |Z||E|rz

File Edit ‘iew Favorites Tools  Help ""

Qe - © - ¥ [l G| Poowen Jrroones @) (- & i 3 /_ 10. After Clicking
Address @https:,l',l'eauth.sc.egov.usda.gov,l'e.ﬂuth,l’selfReginserLevelZ.do T = C Ontinu e on th e
= e ? previous window,
D Create an Account this page will be
S SR displayed showing
the information that

I Update your account
you entered.

Verify your Level 2 access information,
Administrator Links ) ) )
Click the Back button to make changes or click the Submit futton to create your account with
I Local Registration Level 2 access.
Autharity Login User 1D:

{ Password:

First Mame:
Middle Initial:
Last Mame:
Email:

Home Address:
City:
State/Province:
Home Postal/Zip Code:
Country Mame:

Hore Phone:

Alternate Phone:
Mother's Maiden Mame:
4 Digit Pin:

Your Date of Birth:

12. If correct,
click on
“Submit”

Your B Security Questions and Answers:
What city were you born in?

What is the name of your first pet?
What is your father's middle name?
What is your first teacher's name?

What was the make of your first vehicle?
What was your high school mascot?

lease verify that vour information is correct before clickigh the Submit buttan.

_ ]
11. To revise or — =S

make corrections, BT musedstes
CI i c k (1] B a c k” [ & E:Fsa Egov [ B Microsoft Power... | /3 Fsa - Online Se... 2 Create

£
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E
File Edit “iew Favorites Tools Help

o Back - P

UL LIRS

I What is an account?
I Update your account

I Link a Cerfificate to your
Account

Administrator Links

SregiesanmiccouniisStepisioigd At nniandiChecisbmail =sicrosofinierne i Explorer

\ﬂ \ELI "l / ) Search “_;"_':;:"Favorites {E“ =

Acldress &) hittps: /feauth.sc.egov.usda.gov/eauth/selfRegCompleteleve 2. do? method=confirm

15. Important:
You must
respond to the
e-mail within 7
days or the
entire process
will be
terminated
and need to be
completed
again.

&) Done

“ The User

= ’ Farm Service Agency

Level 2 Access

=il

uredle din ACCOUrIL

Level 2 Access
Step 3 of 4: Print and Check Email

Please print this page for future reference.

Congratulations , only one more step to complete your initial registration!

You should receive a confirmation email within 1 hour from eAuthHelpDesk@usda.gov with the
subject line of "Activate Your USDA Account with Level 2 Access within 7 Days'

Step 4 is contained within this email. Please refer to the instructions in the email to
te your registratoin.

vou created is
The email aMdress you provided is:

Level 2 access Agtivation process:

1.Click on the emalt confirmation link provided in the email within 7 days. Be sure to follow the
instructions provided in the confirmation email. If you do not click on the email
confirmation link within the required 7 days, your account will be terminated and
you will have to start the entire process over again.

MOTE: Once you click the ernail confirmation link in the email, you will have an account with
limited access that allows you to review your account inforrmation online.

2.G0 to the eAduthentication web site at www,eauth.egov.usda.gov and click on "Update vour
Account” link and login to review the account information you provided to ensure it is correct
{e.qg. first name, last name, etc, are the same as your government issued photo 1D},

3.Take yvour governrment issued phaoto ID (e.g. state issued driver's license) and present itin
person to a USDA Local Registration Authority (LRA)Y for activation of your account with Level 2
access. To find the nearest USDA Service Center office go to hittp://offices . sc.egov.usda.gov

MNOTE: Until a USDA Local Registration Authority (LRA) activates your account with
Level 2 access, you will MOT be able to conduct official electronic business
transactions with the USDA via the Internet.

If after 24 hours you do not receive the confirmation email:

1.Check your email provider filkers,

Z.Checl your personal email filter settings,

3.Contact the ITS Service Desk at eAuthHelpDesk@usda.gowv or 300-457-3642, Please provide
your User ID, first and last name, and email address.

& @ Trusted sites

—
M ) eGovScreen.doc -... [ =1

13. This page is
displayed after
clicking submit on
the previous
window. Read this
page carefully for
further instructions.

14. At this point,
you are finished
creating an account.
The application can
be completed after
receiving the
confirmation email.

11
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File Edit “iew Favorites Tools Help

OBack @ ﬂ ﬂ , /.:Search .. Faworites ‘6-“ T g M - ﬂ

tddress | &] htip: Ay 103fd.bay103. hotmail. msn.com/cgi-bingetmsg? msg=C4E13701-CO7D-4424-ADEB-CADG2CSEDDA7 Bistart=08 len=21158imgsafe=n&currr

Farm Service Agency

Level 2 Access

B
l,"

Links &5 -

Subject : Action Required: Instructions to Activate Your USDA Account with Level 2 Access

Lewvel 2 Access

Step 4 of 4: Link to Account Activation page

Congratulations vou have successfully created a USDA eAuthentication

Before you can use your account with Level 2 access you do the following:

Please wait approximately 20 minu
Activate your account within
Click ACTI¥ATE MY ACCOUNT

om the receipt of this email before you can activate your account with Level 2 access.
s of the receipt of this email.

N

MOTE: Once you dlick the activation link, you will have an account with limited access that allows vou ko review your account information online,

4, Go to the USDA eAuthentication web site at http://www.eauth.egov.usda.gov and click on "Update Your Account” link and legin to
review the same account information you provided to ensure it is correct {e.g. first name, last name, etc. are the same as your govt.
issued photo ID). You can also review or update your account information by clicking UPDATE YOUR ACCOUNT.

5. Take your government issued photo ID (e.g. state issued drivers license) and present it in person to a Local Registration Authority
{LRA} who can activate your account with Level 2 access, Most LRAs are located at a USDA Service Center office, to find the nearest
USDA Service Center office go to http://offices.sc.egov.usda.goy.

MNOTE: Until a USDA Service Center Local Registration Authority (LRA) activates your account with Level 2 access, you will NOT be able
to conduct official electronic business transactions with the USDA via the Internet.

The User 1D vou created is:
The email address you provigea 15

Please print and retain this message for your future reference.

Cne hour after wour account with Level 2 access has been activated by the USDA Service Center employes, you should have access to conduct official electronic
business transactions with the USDA via the Internet,

The first time you use your account with Level 2 access, wou will be asked to update vour password ko the Level 2 access password requirements,
If you need Further assistance, please email the 1TS Serveie Desk at eAuthHelpDesk@usda. gov or call S00-457-3642,

Please incude the Following information in wour email:
» ‘Your first and last name

& %

—_—
il It!” ' ¥ eGoyScreen.dac -... | 3

16. The confirmation
email will look like
this page. The email
instructs you to visit
your local USDA
Service Center to
have your identity
verified and
authenticated. After
reading ALL
INSTRUCTIONS,
click on “ACTIVATE
MY ACCOUNT”

#® Internet
‘ @, W% 1153 am
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|3 AccountjActivation|o Microsoftnternet Explorer MEE
Iy
¥

File Edit “iew Favorites Tools Help

3 Bac P | d d ) Search '-;'?':{Favorites ‘f‘l P fud _,_;_ ] - _‘] ﬁ

fitulu g nks @ -

USL)A  United Stales Department of Agricullure

ﬁ USDA eAuthentication i
17. When you click

_— E'-!'Emﬂ'v‘g‘ on “ACTIVATE MY

Home | About eAuthentication; He'y ; ContactUs ; Service Centers ACCOU NT,, you
[l AccOUN Activation will see this page
informing you of
your activated
account. Now you
can go to a USDA
Service Center to
show your
identification.

+ Create an account

AR e e Thank you, your account has been activated.

¢ Link a Cerfificate to your If you are a USDA Federal Employee, no further action is needed.
Account

Administrator Links
If you are a public customer {or a non-USDA Federal Employee) of USDA and are

¢ Local Registration applying for a USDA Account with Level 2 access, you will still need to visit a USDA
Autharity Login Service Center for identity-proofing if vou have not already.

Please wait approximately 20 minutes from the time of activation before using this account.

If you are a public customer {or a non-USDA Federal Employee) of USDA and are
applying for a USDA Account with only Level 1 access, no further action is needed,

Close Window |
—

eAuthentication Home | USDA.gov | Site Map

Accessibility Staternent | Privacy Policy | Mon-Discrimination Statement | www, FirstGow, gov

@ Dane - é o TI:[JStEd sites

m | ] ezovScreen.daoc -... I £ MM Hatrail - Me... Ut Activation.., | Eo W% 1242pM
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@L‘_’HJ Hotmail - Messase - Microsofit Internet; Explorer:
File Edit “iew Favorites Tools Help

@Back ~ &l \ﬂ E ;‘| /-.-’Search *Favorites \fi-‘l e fd 1;_ Fe J' ﬁ

Farm Service Agency

A== Bl oaa o ammean P — = e

& ” 18. After visiting the
Congraatins FSA, you will

ol have successfully completed the necessary requirements ko update your USDA eduthentication account ko Level 2 access, You now hawve the sbility to conduct H th H f' I
official electranic business kransactions with the USDA via the Internet. re ce |Ve Is I n a

- - - -
One hour after your account with Level 2 access has been activated by the USDA Service Center emploves, wou should hawe access ko conduct official electronic I d t g
business transactions with the USDA via the Internet, e m a I I n I ca I n

The first Lime you use your account with Level 2 access, yvou will be asked to update wour password bo the Level 2 access password reguirements., yo u r Level 2 Access
You can view or update your account information by dicking UPDATE WOUR ACCOUNT, You can also access your account information from the USDAE eduthentication h as bee n g ra nted .

web site at htbp: /v, eauth.egov,usda. gov,

- L)
If you need further assistance, please email the ITS Service Desk at eAuthHelpDeski@usda.goy or call B00-457-3642, Kee p th Is e m a I I fo r
Please include the Following information i f t f
eifsoeurfcir'-slt?andela'sjt ﬁu;ms infFarmation in wour emai u u re re e re n ce .

Your eAuthentication User ID

-
-
» Indicate whether wou are a public customer, Federal emplovee, state, or district employves I O U ARE N OW
-
L]
L]

If vou are a federal emploves, provide the name of vour emploving agency
The URL {Web Address) of the Web site or application vou were attempting to access

e o A A o m T READY TO DO
@@ o aox anx| BUSINESS WITH
FSA
ELECTRONICALLY!

| |

Get the latest updates from MSN

MSM Home | My MSN | Hotmail | Search | Shopping | Money | People & Chat

@ Dane & B Internet . 14

ﬂ' Tﬂl‘ | ¥ eGovscreen.doc -.., ‘ ?,U% 11:544m




Note: Once the bank establishes their Security Administrator the

bank must Contact the Farm Loan Program Section in Farm Service Agency State
Office (contacts are listed below) with your security administrators name, e-auth Id
and your office phone number. (E-mails are preferred.) The State office will add the
designated Security Administrator to the Application Authorization Security
Management (AASM) system, which gives the Security Administrator access o FSA's
electronic reporting systems. The Lender Security Administrator will receive an email
notification after FSA adds him/her to the AASM system. The email includes the
USDA LINC website address.

1st contact: Wanda Trihub .. wanda.trihub@mt.usda.gov  406-587-6799
2nd contact: Mel Yost ... mel.yost@mt.usda.gov 406-587-6950

If you want a back-up Security Administrator then send that person’s name,
e-auth Id and office phone number to the FSA contacts listed above.

If you are a lender employee please contact your Security Administrator for
information on accessing the web site.
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