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How to Use this Guide

This guide provides instructions for Human Resources (HR) personnel (acting as a Sponsor) to
initiate the LincPass issuance process for EmpowHR-based Employee Applicants. This
process is applicable to both new and current USDA Employee Applicants and can be used
during USDA'’s initial rollout of the Homeland Security Presidential Directive 12 (HSPD-12)
process as well as on an on-going basis after the backlog of current Employees has been
processed. When finished with this process HR Personnel will have:

e Selected and prepared Employee Applicant data for submission to the General Services
Administration (GSA) HSPD-12 system, called USAccess

e Completed Sponsorship of the Applicant
e Completed Adjudication of the Applicant

e Submitted all data to USAccess so that the Applicant can then Enroll

The first half of this guide provides a high level overview of where on-boarding fits into the
overall LincPass issuance process as well an on-boarding process overview. The second half
of this guide provides step by step instructions and screen shots detailing how to prepare the
data, Sponsor and Adjudicate the Applicant, and submit all the data to USAccess.

If you need help or additional information, please see the contact list below:

Questions regarding the Business Process, Policies and Agency Certification Portal:
o USDA HSPD-12 Help Desk: Toll Free: 888-212-9309, Local: 703-245-7888
o Email: HSPD12@ftc.usda.gov

Questions regarding the USAccess System and USAccess user accounts:

e Website: www.FedIDCard.gov

e Email: Usaccess.helpdesk@eds.com
e USAccess Help Desk: 866-493-8391

Version 1.0 DRAFT 1
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Part I: Overview and Business Process

sle

Enroliment

i

Activation

&/

Adjudication

Figure 1: LincPass Issuance Process

A. On-boarding Process Overview

The objective of this process is to select and prepare Employee data so that upon submission, it

conforms to the data requirements set forth by USAccess. The On-Boarding process involves

the following:

e HR personnel select records to prepare and then review and update data

e HR personnel submit the data to USAccess in order to provide an authoritative data source
for LincPass credentialing

e Employee is Sponsored and Adjudicated once the data is submitted

e Employee receives notice to enroll at an Enrollment Station

There are some minor variances in the process depending if the Employee is a current USDA
employee or a new USDA employee. These differences will be highlighted throughout the step
by step instructions.

The figure below details the business process for on-boarding an Employee; it assumes a
Background Investigation (Bl) has been initiated and at least the Federal Bureau of Investigation
(FBI) Fingerprint Check has been favorably adjudicated.

Version 1.0 DRAFT 2



9?,5_’_[2& PIV-Il EMPLOYEE BUSINESS PROCESSES,
= POLICIES, AND PROCEDURES

B. On-Boarding Business Process
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Figure 2: Business Process
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1. HR personnel identify the Employee record to prepare based on an active Employee’s
proximity to an Enrollment Station and if they already have a Bl on file.

2. If the Employee’s record requires updates (i.e. to Name and citizenship status), HR
personnel make the updates in EmpowHR. If this is a new Employee, HR will create a
new record in EmpowHR for this Employee.

3. HR personnel flag the record for requiring a LincPass and indicate if the Employee is an
Emergency Response Official.

4. The Employee verifies (and if necessary, updates) their business phone number and
email address using EmpowHR’s employee self-service module or via eAuthentication.

5. If the Employee’s record in EmpowHR does not contain their adjudication results, enter
the type of Bl and results in EmpowHR**.

6. HR personnel selects Employee’s record in the HSPD-12 Agency Certification Portal
and then certifies it as being complete and ready for submission to USAccess.

7. The record is submitted to USAccess and the Employee can then enroll after receiving
notification from USAccess to do so.

**|f the Employee does not have a Bl or record of it cannot be found, the Bl should be initiated in
conjunction with the data preparation and selection (Steps 1-4). Once at least the FBI
Fingerprint Check is returned and favorably adjudicated, complete steps 5-7. The Employee’s
record can be updated at a later date after the full Bl results have been favorably adjudicated.

Version 1.0 DRAFT 4
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Part 2: Detailed Instructions

A. Select Records to Prepare

The first step in the process is to identify Employee records to submit to USAccess. HR
personnel should prioritize the records based on the following criteria:

e Enrollment Station location: Applicants need to utilize an operational Enrollment Station
for Enrollment, so until the deployment of all Enrollment Stations is complete, HR
personnel should focus on preparing records for Applicants located near currently
deployed stations.

e Active Employees: From the employees located near an Enroliment Station, identify the
Active employees who require a LincPass.

e Completed Bl: From the employees identified in Step 2, choose employees who already
have at least a favorably adjudicated FBI Fingerprint Check or higher BI.

Once all Employee records with favorably adjudicated Bls have been processed, HR should
move on to processing records for those without Bls or where record of a past Bl cannot be
found. HR should initiate the Bl and then wait until at least the FBI Fingerprint Check is
favorably adjudicated before submitting the Employee’s record to USAccess.

B. Verify and Update Records in EmpowHR

To complete this section, HR Personnel and Employees will need to verify and update data in
the following EmpowHR fields:

¢ Employee Status ¢ Citizenship Status

e SSN e Business Email Address

e First Name e Business Phone Number

e Middle Name o Emergency Response Official NEW!
e Last Name e LincPass Required NEW!

o Suffix ¢ Adjudication Information NEW!

e Date of Birth e Card Shipping Address Code NEW!

It is important to note that all of these attributes can be entered with any regular PAR action, i.e.
Name Chg from. However, if updating the new HSPD-12 fields not part of a PAR action, it is
important that the data is entered from the Employee Security Clearance menu item. This does
not require a separate PAR action but only needs to be saved once complete.

Prerequisites:
¢ You have access to and a user ID and password for USDA’s EmpowHR system.

e You have BI (e.g., FBI or higher) adjudication information for these employees, either
from Office of Personnel Management (OPM) records or USDA HR records.

e You have experience using EmpowHR, and have access to EmpowHR user guides and
procedure manuals if needed.

Version 1.0 DRAFT 5
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B (i). Verify Employee’s Information in EmpowHR

The first step for HR personnel is to look up the Employee’s record in EmpowHR and verify that all the
information is correct. HR personnel should ensure that all required information is present and that it is
correct for the Employee.

Note: The screenshots used are from the EmpowHR test system. There may be slight
variances in the EmpowHR production system you are using.

user ID: UessicaF
Password:

I EmpowHR Sign In l

Did you forget your password?

A oo o kR ok o AT A T [ [N (G R R o o o o o e o

This is a Undted States Department of Agriculture compuater system, which may be accessed and used onlby for official Government business (o

as otherwise permitted by regulation) by authornzed personnel. Unauthonzed access or use of this computer system may subject violators to

criminal, civil, andfor administrative action. All information on this computer system may be intercepted, recorded, read, copied, and disclosed

by and to authonzed persomnmel for official purposes, inclzding croiminal investigations. Access or use of this computer system by any person,
whether authorized or unauthorzed, constitutes consent to these terms

5 o 0 S o o T A T ] T I (3 R S o o o G S o

Accassibility Staternant | Privacy Policy | Mon-Digcrimination Statamant | EirstGoy | White House

Figure 3: EmpowHR Login
Step 1. Sign in to the EmpowHR System with your User ID and Password.
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[» My Favo fi'tés :
[» Employee Self Service

[ p

[ Position Management

[ Payroll Documents

[* HR Reporis

[> Training Administration

[» Manage Performance

> Non-Employee Processing

> Worlforce Development

[» EmpowHR Setup Tables (HD)
> EmpowHR User Security (HO)
> Set Up HRMS

[> Worklist

[» Reporting Tools

[» PeopleTools

— Chanage My Password

— My Personalizations

— My Systemn Profile

— My Dicfionary

— EmpowHR Documentation

Process

— Action Table Setup

— Hire Employese

— Drg Structure Mass
Chanoe

— Update Reports To

— Mass Reports to Undate

— Address Processing

— Adjudication Information
Schools

— HR Processing

— Update Applied Actio

~ Washburn Marsh,Constance M Us Dept of Agriculture

Figure 4: EmpowHR Menu
Step 2. Click on the PAR Processing.

~_ PAR Processing
PAR Processing

Action Table Setup
—~ Action Tahle Setup

n E=— Update Reporis To
— Coffldentifies personnel action details of request ready For [lo
— Cafhuman resources bo process

— Histary Override
— Update NFC Flags
— Create Mew Oprid
— Employee Password Resel
— Mass Actions
— Deparmental Transfer
— Employes Secutity
Clearance
(- Position Management
[+ Payroll Documents
[ HR Reports
(> Payroll Processing
(- Training Administration
[> Wilanage Ferfarmance
(- Workforce Development
(- Labor Relations
(- LOC Transit Subsidy
[ EmpowHR Setup Tables
(HD)
[ EmpowHR User Security
(HD)

== Adiudication nformation
£ Adiudication Information

Ipdate Applied Action
Updste Lpplied Recs

History Owerride
History Cwverride

Employee Password Reset
L Emplovee Password Resst

Employee Secwrity Clearance
Employes Security Clearance

Figure 5:

Step 3. Click on HR Processing.

Hire Employes
ldentifies details of the hire including
employves name, address, job, payrall, and
compensation details

E" Mass Reports to Update
Mass Reports to Update

Schools
Define Schools

Correct Applied Action
Identifies details regarding corrections to &

personnel sction

E" Update NFC Flags
Update NFC Flags

Mass Actions
Mazz Actions

HR Processing Link

Worklst Add to Favorites

(m Structure Mass Change

= Address Processing
i Address Info

E" HR Processing
Idertifizs personnel action details of request
ready for human resources to process

Cancel Applied Action
Idertifies detsils regarding the cancellstion of

a personnel action

= Create New Cprid
Create Mew Oprid

Departinertal Transfer
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7 PAR Processing

- Action Table Setup

- Hire Employee

= Qrg Structure Mass
Change

- Update Reports To

- Mass Reports to Update

- Address Processing

~ Adjudication Information

= Schools

~HR Processing

- Update Applied Aclion

- Correct Applied Action

- History Qverride

- Update NFC Flags

- Create New Oprid

- Employee Pagsword Resel

HR Processing USF
Enter any information you have and click Search, Leave fields blank for a list of all values

{ Find an Existing Value

EmpliD: begins with v/

- Mass Actions
- Deparmental Transfer

Empl Red Nbr: = v
Social Security Humher:f begins with v |
Name: | begins with v |
Last Name: begins with |
Sub-Agency: I-h_e_g_iﬁs wilh_ v
[Icorrect History []Case Sensitive

— Employee Security
Clearance

Search | Clear |Bastc search [ Save Search Criteria

> Position Management

Figure 6: Employee Search

New Window

| Hep

Step 4. The HR Processing USF appears. Enter the employee ID in the EmplID (required to
Sponsor an employee) field.

Step 5. Click on the Search button.
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7 PAR Processing - Mew Windaw | Help
— Action Table Setup

— Hire Employee
& i S e | Data Control {_R Jok '/ Paosition Y Compensation | Employment1 ) Employment2 | BenefitData |

Change
~ Mndatz Reporis To YOUNG,DEBCRAS EmpliD: 108081 EmplRcd# 0 SSN:  231-62-5595
— Mass Reports to Update
- Address Processing Data Control ind Firot (4] 1 ot 1 [F] Last
— Adjudication Information
— Schools
- HRF o
— Lpdate Applied Action
— Correct Applied Action Auth Date:
— Cancel Applied Action
— History Qwerride *Action:
— Update MFC Flags R
— Create Mew Qprid Reason Code: |FF |
— Employee Password Reset L
— Mass Actions
— Departrmental Transfar
— Employee Security

Clearance

> Position Management Authority (2):
|- Payroll Docurments

== =
Effective Date: | . Transaction Status: |~

Effective Seq: |

I

|
== =3
|H | Hire PAR Status: |~ Y| Processed by Human Resources
|

Transfer fram Agency

1

NOA Code; Transfer

|
Authority (1) |<TH |

1

I
|
[
—
|

Mot To Exceed Date: PAR Requests:
> Payroll Processing =

> Training Administration Print SF-52
> Managg Perfarmance PAR Remarks Award Data Tracking Data Justification
> Waorkiorce Development Frint SF-50

- Labaor Relations

Figure 7: Data Control Screen

Step 6. Data Control screen displays. Click on the Personal Data tab to verify HSPD-12
required Data/Fields.

D

" Data Control ' Personal Data Y Y Position Y Compensation ¥ Employment1 ¥ Employment 2 ¥ Benefit Data ) [»)

EmpliD: Empl Red#=: i}

Effective Date: (5/31/2007 Transaction® Seq 1 1 PAR Status:

NOA Code: Act Type: Data Change | Empl Status: Active ]

[SSN: I—]

First: | Middle:

Last: | Suffix: =1
Name: Ford,Lida Alias Name |

Pref First Name |

Gender: ¢ prate = Female Handicap Ca: | No Handicap =] rnoO: |

EDme of Birth: | — ¥ }QJ Draft Status: I Mot Applicable nr [ Citizenship Status C{—I

*Citizenship Country: |

Birth Info Address Info Personal Phone Veterans Info barital Info Education

Esave LSlReturn to Search ] =) Previous tab (=BNext tab ] UpdateDisplay [# Correct History ]

Data Control | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data | Checklist Generation

Figure 8: Verifying Personal Data

Step 7. Verify the following fields are correct and have data:

= Employee Status = Last Name = Business Email Address
= SSN = Suffix = Business Phone Number
= First Name = Date of Birth

= Middle Name = Citizenship Status *

*If Citizenship Status is specified as anything other than 1 for U.S. Citizen, the Citizenship
Country must be selected in the field below.

Version 1.0 DRAFT



Qé_% PIV-Il EMPLOYEE BUSINESS PROCESSES,
= POLICIES, AND PROCEDURES

B (ii). Update Employee Information in EmpowHR

If any of the Employee’s information is missing or incorrect, HR personnel should follow

standard EmpowHR PAR Action Procedures for making the necessary changes and saving the
record. For example, Name changes should be done according to the Name Chg from Action
and Date of Birth or Citizenship Status changes should be done according to the Data Change

Action.

/ Data Control ¥ Personal Data Y Joh Y Position ¥ Compensation | Employment1 | Employment2 " Benefit Data ' [»

EmpliD: Empl Red#: 0 SSN:
Find | Wiew All First .T] 10f 2 [ Last
Effective Date: (5/31/2007 Transaction® 'Seq 1 1 PAR Status: Processed by Human Resources

NOA Code: Act Type: Data Change Empl Status: Active ]

(ssu: |—]

Middie: [

Suffixe: s
Name: Ford,Lida Alias Name |

Pref First Name I

Gender: " pale * Female Handicap Cd: IND Handicap LI RNO: | - LI

FDme of Birth: | g }éj Draft Status: I Mot Applicable e [ Citizenship Status Q]

*Citizenship Country: |

Birth Info Address Info Personal Phone Veterans Info Marital Info Education

Esave ElReturn to Search I =) Previous tab | (=9Next tab I ¥ lUpdate Display [# Correct Histary I

Data Control | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data | Checklist Generation

Figure 9: Updating Personal Data

Step 8. Update the information where necessary and then click the Save button to save your
changes.

Note: If the employee does not have a completed FBI background investigation or higher,
the Birth Info link will need to be clicked and the three birth location information fields will

need to be populated.
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Menu
= PAR Processing
Hire Emplovee
Update Reports To
Mass Reports to Update
Address Processing
diudication Information
HR Processing
Update Applied Action
Correct Applied Action
Cancel Applied Action
History Override
Creste New Oprid
Emplovee Password Resel
— Mass Actions
— Departmental Transfer
— Employee Security
Clearance
Pasition Management
* Payroll Documents
» HR Reports
» Payroll Processing
Manage Performance
> Workforce Development
> EmpowHR Setup Tables
(HD)
EmpowHR User Security

(HD)
Set Up HRMS
Worklist

» Reporting Tools

|/ PAR Processing
PAR Processing

E Hire Employee

=] sentifies detaiis of the hire including
employee name, address, job, payrol, and
compensation details

Address Processing
Address Info

E' Update Applied Action
L Update Apphed Recs

History Override

=
i History Override

Mass Actions
Mass Actions

Update Reports To
Update Reports To

Adjudication Information
Adjudication Information

E Correct Applied Action
Identifies details regarding corrections to a
personnel action

==== Create New Oprid
E Create New Oprid

=1 e

rimental Transfer

Figure 10: Security Clearance Link

Mass Reports to Update

Mass Reports to Update

ﬁ HR Processing
i identifies personnel action details of request
ready for human resources to process

'—'” Cancel Applied Action
#_—— dentifies details regarding the canceilation of
a personnel action

'g Employee Password Reset
| | Employee Password Reset

=== Employee Security Clearance
Employee Security Clearance

[Employee Security Clearancej

Step 9. Go back to the PAR Processing screen and click the link for Employee Security

Clearance.

= PAR Processing
Hire Emplovee
- Update Reporis To
— Mass Reports to Update
— Address Processing
— Adjudication Information
— HR Processing
~ Update Applied A

Employee Security Clearance

Enter any information you have and click Search. Leave figlds blank for a list of all values

{ Find an Existing Value

Add to Favorfes Sign out

New Window | Heip | 2

Search by:  EmpliD

[ Liochado Lict, i L lict:

z‘ begins with

Create New Oprid
Emp! Password Resef
- Mass Adlions
— Departmental Transfer
— Employee Security
Clearance
[ Position Management
[ Payroll Documents
[ HR Repaoris
[ Payroll Processing
[ Manage Performance
[> Workforce Development
I* EmpowHR Setup Tables
(HD)
> EmpowHR User Security
(HD)
|> Set Up HRMS
[ Worklist

Search | advanced Search

Figure 11: Employee Search Screen

Step 10. Use the search field to locate the employee’s record.
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Employee Security Clearance

Chevy Martin

LincPass Required %

LT TS el

Security Office ldentifier

Position Humber

Bl save | & Return to Search |

EmpliD: 050606 Empl Rcd# 0

HNotes

OPAC/ALC Number

Position information

90108326 AZBISTANT TO MARKET ADMIMNISTRA

Emergency Response Official L}

| 4[5 Nextin List | [Z] Notify | Update.-'[:izplay| & Include Hiztory |

Figure 12: LincPass Required Checkbox

Step 11. In the Investigation block, click the LincPass Required checkbox.

Note: A new card activation information field will be added. Use this field to specify the Card
Shipping Address Code. This will be the site that the HSPD-12 LincPass should be delivered to
for activation. For example, if an employee is in Fort Collins, CO, you should specify this

location as the Card Shipping Address. Use the lookup feature to find the appropriate code.
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Employee Security Clearance \

Chewy Martin EmpliD: 080806 Empl Rcdi#: 0

LincPass Required % Notes

Submitting Office Number

Security Office ldentifier OPAC/ALC Number

Paosition information

Position Number 290108326 ASSISTANT TO MARKET ADMIMISTRA

Emergency Response Official [

L Return to Search | | +E] Nextin List | [E] Motify | Update/Dizplay | . Include Histery

Figure 13: Completing Security Clearance Screen

Step 12. You may optionally enter data in the Notes field.

Note: If the employee has not completed his/her background investigation, the Employee’s
Submitting Office Number (SON), Security Office Identifier (SOI) and OPAC/ALC must also
be entered. Disregard the Card Activation Information link.

Step 13. Click on Emergency Response Official check box if applicable.

Step 14. Save the updates by clicking the Save button.
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[ My Favorites
[> Employee Self Servica

[ PAR mwssing

[» Payroll Documents

[ HR Reports

[ Training Administration

[» Manage Performance

[> Nen-Employee Processing

(- Workforce Development

[ EmpowHR Setup Tables (HD)
[ EmpowHR User Security (HO)
[ SetUp HRMS

[ Worklist

- Change My Password

- My Personalizations

— My System Profile

— My Dictionary

- EmpowHR Documentation

Figure 14: PAR Processing Menu

Step 15. Click on PAR Processing.
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htgin henu =
ﬁ PAR Processing
PAR Proceszing

Action Table Setup
Action Table Setup

E Update Reports To

Update Reports To

Adjudication Infor mation
Acfudication Infarmation

E" Update Applied Action
Update Applied Recs

= Hire Employee _ N
identifies detals of the hire inclusing 1= O Structure Mass Change

employee name, address, job, payroll, and
compensation details

E" Mass Reports to Update E Address Processing
Mazs Reports to Update Adrezs Info

E" Schools HR Processing
Define Schools, Identifies perzonnel action details of request
ready for human resources to process

Correct Applied Action Cancel Applied Action
[dertifies detailz regarding corrections to & Idertifies details regarding the cancellstion o

perzonnel action & personnel action

Figure 15: Adjudication Information Link

Step 16. Click the link for Adjudication Information.

Adjudication

New Window | Help | 52

Enter any information you have and click Search. Leave fields blank for a list of all values

Find an Existi

]

Search by: iEmpIID Ebegins with |
[linclude Histo [ Correct Histo

Search IﬁwancedSeargﬂ

Figure 16: Employee Search Screen

Step 17. Search for the Employee in the Begins with field.
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{ Adjudication

Name: EmpliD:

Adjudication Information Customize |Find | B First [ 1 o 1 [¥] Last

Investigation S - .
Tve i Adjudication Date  Adjudicator Oprid | Notes
1 [nac [ soproved ~1josi3112007 DR123456 Emp +15 yrs - Defaulted [ =

UpdateDisplay | /Zlinclude History | [ECorrect History

Figure 17: Completing the Adjudication Information Screen

Step 18. Investigation Type: Use the drop-down list to select the appropriate Investigation
Type the employee has completed. If the employees completed background investigation is not
in the drop-down list because it is higher than a NACI, select the “NACI” option because that is
the highest background investigation level that HSPD-12 is concerned with.

Note: An applicant is eligible to enroll for a LincPass after the successfully adjudicated FBI
Fingerprint Check results have been entered into EmpowHR. Enrollment for a LincPass is
not contingent upon a Bl (NACI or higher) being completed.

Step 19. Status: Use the drop-down list to select the “Approved” option for confirmed
background investigation.

Step 20. Notes: This field can be used to enter in the true adjudicator name and actual
adjudication date.

Note: Adjudication Date and Adjudicator OprID are populated by the system.

Step 21. Save the updates by clicking the Save button.
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C. Update Employee Personal Information via Self-Service

Sponsors should contact the Employee after preparing their data in EmpowHR in order to have
the Employee verify and update their business email and phone number. Sponsors should
send the Employee the instructions in this section so that they can update their business contact
information via EmpowHR’s Self-Service module or via eAuthentication.

For Employees who use EmpowHR’s Self-Service Module:

nal Information Hore
— Personal Information
Surnmary
— Hore and Mailing Addres
Phone Mumbers
Emnazil Addresses
Emergency Contacts
— Marital Status
— Mame Change
— Request Leave of Absent
— Request Termination
[> Payroll and Compensgation
[> Benefits
[> Stock Activity
[> Performance Management

[> Recruiting Activities

— Employee Home
—Workilow User Preferences
— SIMS - Availahility

— 5IMS Personal Data

— 5IMS Background Exp
gl e £ B vicE

1 = Etng e

Personal Information

Review and update personal information

= Personal Information Home
E Mavigate to all your personal information and
transactions from this main page.

=1 Phone Numbers
E Aod snd update phone numbers, Designste
YOUF primary phone numeer .

= Marital Status
E Updste your marital status.

Request Termination
E Reqguest termination of & 1.5, Federal

Government position or & leave of absence

Personal Information Summar
Reviewy a summary of your personal
information

Email Addresses
Add and update your email addresses.

Name Change
Reviewy and update your name information.

Figure 18: Self-Service Menu

Edit "Persanal Infarmation” Falder

Home and Mailing Address
E Reviewy and update your home and mailing
addresses

Emergency Contacts
E Add and update your emergency cortact

information.

= Request Leave of Absence
E Request & LS. Federal Government leave of
ahzence and submit tto your manager far
approval

Step 1. From EmpowHR’s left side menu, click Employee Self Service, then click the Personal

Information link.

Step 2. To verify/update your business email address, click the Email Addresses link.

Dana Rowan

*Email Type

*Email Address

|Elu5iness

j |dana.r0wan@wdc.usda.gnv

Note : Business Email is reported to Employee Directory

Add an Email Address

* Required Field

Figure 19: Updating Business Email

Step 3. In the Email Type column, use the drop-down list to select “Business,” then enter your
current business email address in the Email Address field. Click the Save button.
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eny = Em;

ersonal Information Horr - _
— Personal Information ﬁ ersonal Infermation Edlt "Personal Information” Folder
SO Mmany Review and update personal information.

— Horne and Mailing Addres
— Phone Mumbers = Personal Information Home Personal Information Summar Home and Mailing Address
ail Addresses ﬁ Mavigate to all your personal informstion and ﬁ Rigwieyy & summary of your personal E Reviewy and update your home and mailing

transactions from this main page. infarmation addresses

— Mame Change
— Request Leave af Absenc
— Request Termination
[> Payroll and Compensation
[ Benefits

[ Stock Activity = Marital Status = Name Change = Request Leave of Absence

[» Performance Management E Update your marital status. Feevieww and update your name information. Request & LS. Federal Government leave of
[» Recruiting Activities absence and submit it to your manager for

— Emplayee Home approval.

— Workflow Liser Preferences
— SIMS - Availahbility - FE—
- = Request Termination

_ % mﬂ- Reguest terminat_\gn of & 1S, Federal

= Phone Numbers = Email Addresses Emergency Contacts
E Aold and update phone numbers. Designate E Add and update your email addresses. E Addd and update your emergency cortact
YO primary phone numker . infortmation.

Figure 20: Self-Service Menu

Step 4. From EmpowHR'’s left side menu, click the Phone Numbers link.

Phone Numbers

Dana Rowan

Enter your phone numbers below.

*Phone Type Telephone

| Business =l [2120555-1235 Delete |

Note : Business Phone is reported to Employee Directory

Add a Phone Mumber

*Reguired Field

Figure 21: Updating Business Phone No.

Step 5. In the Phone Type column, use the use the drop-down list to select “Business,” then
enter your current business phone number in the Telephone field (see Figure 10). Click the
Save button.
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For Employees who use eAuthentication:

USDA United States Depariment of Agriculiure
Zl |SDA eAuthentication

m About eAuthentication Help | Contact Us @ Service Centers

b+ What is an account?

b Greate an account

¢ Update your account
AU EA &

I Local Registration
Authority Login

eAuthentication

USDA eAuthentication is the system used by USDA agencies to enable customers to obtain
accounts that will allow them to access USDA wWeb applications and services via the Internet, This
includes things such as submitting forms electronically, completing surveys onling, and checking
the status of your USDA accounts.

Flease note that USDA will only accept eAuthentication Accounts from individuals.

. Currently USDA efuthentication does not have the mechanism to iszue accounts to businesses,
* corporations or other entities.

To apply for a USDA efuthentication Account, please visit the Create An Account Page.

Figure 22: eAuthentication Screen

Step 1. Browse to http://www.eauth.egov.usda.gov

Step 2. Click on “Update Your Account”.

USDA united States Depariment of Agriculture
Fa YSDA eAuthentication

Home | About eAuthentication i Help | Contact Us i Service Center

WARNING

This is a United States Department of Agriculture computer system, which may be accessed and used only for
official Government business (or as otherwise permitted by regulation) by authorized personnel. Unauthorized
access or use of this computer system may subject violators to criminal, civil, and/or administrative action. Al
information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to
authorized personnel for official purposes, including criminal investigations. Access or use of this computer system
by any person, whether authorized or unauthorized, constitutes consent to these terms.

WARNING

(canca) (coninu)

Figure 23: eAuthentication Warning Screen

Step 3. Click “Continue” at the purple Warning screen.
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USDA United Stales Department ol Agricullure
2 USDA eAuthentication

Home : About eAuthentication: Help | Contact Us : Service Center
| Quick Links
I What is an account?
b Create an account

User ID:
I Update your account

Password:
Administrator Links

1 Want To...

© Change My Password

- Local Registration

o Reset My Forgotten
i Password
Authority Login

- Retrieve My Forgotten
User ID

What's New

MNEW! Password Requi ts are Cl

Paszword rules are changing for level 1 accounts
Fleaze be aware that you may be prompted to change
wyour password the next time you log in

Click here for more information

Important! Employees and Contractors:

Fleasze update your business email and phone in your
profile. Click here for additional details.

eAuthentication Home | USDA.gov | Site Map

Figure 24: eAuthentication Log-in Screen

Step 4. Log in with your eAuthentication User ID and password. The “Welcome to
IdentityMinder” screen will display.
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USDA Unied Stetes Dispartman o Agrcutire
2 S0A eAuthentcaton

Jennier JYi

Mocify My Profile - Level 2 o
Welcome to IdentityMinder

View My Secuty Aibutes Please select a task fram the e

AddRemove Aucess Role-
Agpiaion Admin

Hodify Access Rale
Wembers/Administrators -
Application Admin

Vigw Acoess Rale
Members/Administrators -
Application Admin

Step 5. Click on "Modify my profile”.
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User D userid
Cradential Lavet

First Hama*

udotle instal

Last Hame'

Syeet Address 1234 Red Place

Ciy Arfington

Home PostalBp Code 54321

ViginisAR [APOFPOJAE (APOTPOAP (3]
Unlted Siates >
John Doe@usda. gov
Confitm Emad John Doe@usda. gov

Mothers Laiden Narme Smith

Dale of Birty 11101975
Four Dight PR 1254

Hame Phane T03-321-1234
Business Pove - 202-321-1234

Step 6. Make desired changes in the online form, and then click the "submit" button in the
bottom right corner to save the information.

Step 7. You may now click on “Logout” (in the upper right corner) to log out.

Note: It may take up to a day for changes made in eAuthentication to appear in the
Agency Certification Portal.
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D. Certify Prepared Records in the Agency Certification Portal

This section provides instructions and screenshots for Sponsors on how to find and select
Employee records for submission to USAccess and to view the records already submitted. The
HSPD-12 agency certification portal is a simple Web-based application for the first-time
submission of employee records to USAccess. Once a record has been submitted for the first
time, updates made in EmpowHR will automatically flow to USAccess and there is no need to
resubmit the record via the HSPD-12 Agency Certification Portal.

It is important to note that there is no ability to input data into the portal but only to check those
records that are ready to go to USAccess.

It is also important to note that the Certification Portal will only send records to USAccess for
Employees located near a currently deployed Enrollment Station. You may prepare records for
Employees in any location; however the Certification Portal will not allow those records to be
sent to USAccess until there is a station deployed near the Employee.

The URL to access this site is: https://hspd12p.sc.egov.usda.gov/hspdl2preparedness/

Prerequisites:

¢ You have a Level 2 eAuthentication ID and have been granted access to the Agency
Certification portal.

e You have been designated as the individual for your agency for the submittal process. If
you have questions regarding this, contact the HSPD-12 Customer Service group at
hspd12@ftc.usda.gov.

o Data preparation has been completed for the employee records following the procedures
in Part 2B and 2C. Once you submit the employee records from this portal, they will be
sent to GSA.

Note: The screenshots in this document were prepared using the test version of the
Agency Certification portal; there may be minor differences in the production version of the
application

Version 1.0 DRAFT 23


https://hspd12p.sc.egov.usda.gov/hspd12preparedness/

PIV-Il EMPLOYEE BUSINESS PROCESSES,
POLICIES, AND PROCEDURES

USDA United States Department of Agriculture
22 Homeland Security Presidential Directive (HSPD) 12

FILTERS
Select...

Country:jJE L
Select...

Select...
Display Validated: ®

HSPD-1Z Home USDA.gov | Policies and Links

FOIA | Accessibility Statement ‘ Brivacy Policy | MNen-Discrimination Statement | Information Quality FirstGeow White House

Figure 25: Certification Portal Search Menu

Step 1. First, use the Agency drop-down list to select the agency records you want to work with.
(You will only see the agency or agencies to which you have been assigned.)

Step 2. Once agency is selected, the contents of the Country, State, and City drop-down list
changes to reflect only those available for the agency you selected. For example, if you select
an agency that is only in one country, two states, and four cities, the Country, State, and City
drop-down list will only have those choices.

Step 3. The Last Name filter allows you to skip to employees with a Last Name starting with the
letter specified. This makes it easier to scroll through records if you're searching for a specific
employee.

Note: Unlike the Agency drop-down list, the selections you make in the Country, State,
and City drop-down list have no effect on the contents of each other. Also, the application
won't prevent you from selecting a state of “Colorado” and a city of “Kansas City,” it will
simply tell you “No records found.”
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FILTERS
] [oee

arl Ceding

Cheu:r Mo HE
Mezda 026

Crondige Pyl
Missan Sepl

25 af E.I'.I'E. Eacards Desplay r'i

Birth rr1nnth,.l'nlu.r ity

Fort Colling
Fort Colling
Fort Calling

Fort Collins
Fort Collits

Coloada U
Coloada
Calorada

Coloada

Coloado

usn
Lsn

usn
Lsn

APHIS
BPHIS
BPHIS

BPHIS
BPHIS

Jegn Ford usda.gou
S oot Chevy@usda gov
Liosyat. W azdail usde.gon

Rahert odgei@iusda gou
Chates Missanil usda.gou

WARNING: Subimit dlscled records an this page belre movng 1o arddbes page or chetkmbks wall b o,

Submit Selected Reconds for Processing

|

WEBHING: Make sure the selected eConds are reacy 10 b2 processpd, besauss once subrdled, theve & ono way Lo "un-Subimn” (rem

Figure 26: Search Results

Step 4. Once you select an agency, the portal will automatically list all the employees it has for
that agency. The portal displays 25 records at a time (you may need to scroll down to see them
all). The following example shows records filtered by Agency, City, and State.

Step 5. The employee records are listed alphabetically by employee last name. At the bottom of
the screen are the page numbers for the first 10 groups of 25 records. Click a page number to
display that group of records. Clicking the ellipses (...) will take you to the next set of 10 page

numbers.
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I ILTERS
| Co—
[

[Crex: 29
Cheu:r Mo HB
Mezda Octi2E

Crondge D6
Missan Sepl

Fort Colling
Fort Colling
Fort Colling

Fott Colling
Fott Colling

#5 af 805 Racords Desplayed.

Colorada
Colorado
Coloado

Colorado

Colorada

Lshn
Lsa
uss

Lsa
Lsn

BFHIS
AFHIS
AFHIS

APHIS
ABFHIS

Jean Fordi usda.gou
Seott Cheuyimusda gon
Lyt W mzclail usde.gon

Fobert Cod geiiiusda gou
Chates Missanil usda.gou

WARNING: Submit selscled records on this page befre mevng 1o ardibes page or checkmarks woll ba 1o,

Submit Selocted Records for Frocessing

|

WARHINAG: Make sure the selected Rgoonds are ready 10 be processed  becauss once subridled

Figure 27: Select Records

v vE A0 way Lo Tui-Sobimn”

Step 6. Click the checkbox to the left of the employee name to select employees to submit for

processing.

Step 7. Click the Submit Selected Records for Processing button. The page will redisplay,
and that employee’s record will no longer be on the list.

Important: Don’t submit employee records if they don’t have a valid email address. See
section E, Certification Portal Troubleshooting, item 3 for what to do if an employee record
has a missing or incorrect email address.

be sent.

WARNING: The warning at the bottom of the screen is serious. Be very sure
the records you select and submit are ready for processing and that the
Employee is located near a deployed Enrollment Station. Once submitted, there
is no way to “un-submit” the records. The record will immediately be sent to
USAccess and the Enrollment notification email to the Employee Applicant will
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You can submit multiple records at once, but they must be in the group of 25 records displayed
on the screen. As described in the warning message below the page numbers, if you make
selections on one page, then navigate to another page before clicking the Submit Changes
button, your selections will be lost.

You can select all the records on the displayed page by clicking the Select All checkbox in the

column header. To unselect them, click the Unselect All checkbox, which only appears after the
Select All checkbox has been clicked.

FILTERS

e |
)
1|

1
1)
|

r——
Printer Frigadly [ Fitar

2 af 2 Recards Cesalayed.

I N 0 5 e e

11292007
111700 A
112902007
111700 A

Honda.Betsy Jean Faord LrewZ8 usAs  APHIS Jean.Fordi@usda.gov)] True

Honda Betsy Soott Chewy  MowHG UsAs  APHIS ScobttChewyi@usdago

Figure 28: Previously Submitted Records List

Step 5. To display records that have already been submitted, use the filter drop-down list at the
top of the screen to select the agency (and country, state, and city if needed), click the Display
Validated option, then click the Filter button.

Step 6. The display shows the records already submitted for this agency, and also shows when
the record was submitted and the user name of the employee who did the submitting. To return
to the display of not-yet-submitted records, simply remove the checkmark in the Display
Validated field and click the Filter button.

The column on the end of this table titled At GSA has been added. This column provides a
status for each record as to whether it has been sent to GSA or not.

If At GSA is set to FALSE:
e EmpowHR Users — Enrollment email has not been sent to Employee yet.

e Payroll Personnel Users - The USAccess System will have no knowledge of this employee
yet.

If At GSA is set to TRUE:
e EmpowHR Users — Enrollment email has been sent to Employee

e Payroll Personnel Users — The USAccess System has knowledge of the employee and
Sponsorship can now be completed.
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A Printer Friendly link has been added to both the Record Validation and the Display Validated
screens. To print the records on a page, click the Printer Friendly link and the page will reformat
as shown below and can be printed out easily for a quick report.

[ First | Last Birth

i o th By City | State | Country | Agency Busingss Email

Honda.Betsy Jean Fard [recz2d uss  APHIS Jean Fordi@usdagor  True

Honda.Betsy Scott Chewy  HowG UsAa  APHIS ScottChewy@usdagow True
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E. Certification Portal Troubleshooting

Step 1. If your filter selections result in “no records found” for a given country, state, or city,
make sure you haven't selected incompatible data, for example, a city of Kansas City and a
state of District of Columbia.

Step 2. If you can't find an individual employee’s record, first make sure you haven't
accidentally left filters on that would exclude that record, e.g., looking for an employee from
Puerto Rico in records filtered to show USA employees. If you still can't find the record, check
the Validated records (see section D, step 7) to see if the record has already been submitted. If
all this fails, send an email to hspd12@ftc.usda.gov and provide the following information:

¢ In the subject line of the email, please say “HSPD-12 Agency Certification
problem — missing record”

e Agency
o Employee full name (first, middle, last),
e Month and day of birth only (no year)

¢ DO NOT PROVIDE any privacy data such as the social security number or the
full data of birth.

Step 3. If an employee record has a missing or incorrect business email address, follow the
instructions in Section C to either update the business email address in EmpowHR (if your
agency uses EmpowHR and the self-service portal), or via eAuthentication. It may take at least
a day for information updated via eAuthentication to appear in the Agency Certification Portal.

Step 4. If an individual’s record is in the list and shouldn’t be, send an email to
hspd12@ftc.usda.gov and provide the following information:

e In the subject line of the email, please say “HSPD-12 Agency Certification
problem — record shouldn’t be on list”

e Agency
e Employee full name (first, middle, last),
e Month and day of birth only (no year)

e DO NOT PROVIDE any privacy data such as the social security number or the
full data of birth.

Step 5. If you have problems using the portal or with the employee records, please provide as
much detailed information as you can about the problem in an email to hspd12@ftc.usda.gov.

On-boarding of the Employee is now complete. The Employee has been Sponsored and
Adjudicated and placed into the USAccess system. They will now receive an email from
USAccess telling them that they can enroll and should schedule an Enroliment
appointment through the GSA scheduling tool.
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Appendix A — On-boarding Checklist

The following table can be used as a checklist by Sponsors as they work through the on-

boarding process for an Employee.

Step Instructions Complete
HR Instructions
1 | Identify records based on Enroliment Station Location
2 Identify active employees within your agency (or supported agency)
who should receive an HSPD-12 LincPass
3 Identify Federal Employees from that location that have successfully
completed an FBI or higher background investigation
4 | Verify accuracy of employee name information in EmpowHR. Fix
issues for all employees (i.e. Suffix combined in last name field) in
the EmpowHR system following the instructions in Section B.
5 | Identify all non-US citizens and update those records in the
EmpowHR system following the instructions in Section B.
6 Identify all Emergency Response Officials and update those records
in the EmpowHR system following the instructions in Section B.
7 | Verify adjudication result has been entered into EmpowHR, if it

hasn’t, update those records following the instructions in Section B.

Employee Instructions

8 Update Business Email and Phone using EmpowHR’s Self-Service
module or eAuthentication following the instructions in Section C
HR Instructions
9 | Sponsor Login to secure web-site
(https://hspd12p.sc.egov.usda.gov/hspdl2preparedness/)
10 | Flag, certify and submit the prepared records following the

instructions in Section D
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