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June 2, 2008
TO:

Human Resources Division

            All Employees
FROM:
Patricia A. Farmer



Director



Human Resources Division

SUBJECT:
Confidentiality Statement on All Emails, Faxes and Reports
This SOP is in response to the Presidential Directive to safeguard Personally Identifiable Information (PII).  The Presidential Directive, dated May 22, 2007, entitled “Safeguarding Against and Responding to the Breach of Personally Identifiable Information” can be located at the following URL.  

http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf
This SOP addresses concerns that PII whether in electronic form or hard copy is properly safeguarded.  PII in emails, faxes, reports must be properly safeguarded.   
Emails should not contain any Personally Identifiable Information.  If the information must be sent via email, it must be encrypted.  ITSD has provided instructions for encrypting data which can be found at:  

http://intranet.fsa.usda.gov/fsatraining/2007%20Presentations/ITSD-Encrypting%20Sensitive%20Data.ppt 

Note:   Click on the address above, or cut and paste this address into your browser for specific instructions on encrypting PII in emails.
All HRD employees shall ensure that the following note is included at the bottom of all outgoing emails and reports, and on the cover sheet of all outgoing faxes. The disclaimer statement should only go on letters/memos if it applies.   
Confidentiality Notice: This document, including any attachments, is for the sole use of the intended recipient(s) and may contain confidential and privileged information which must be protected from public disclosure. Any unauthorized review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact the sender and destroy all copies of the original document.
