UNITED STATESDEPARTMENT OF AGRICULTURE _
Farm Service Agency Notice CM-420
Washington, DC 20250

For: State and County Offices

Service Center Information M anagement System (SCIM S) Security Requirements
Approved by: Acting Deputy Administrator, Farm Programs

1 Overview
A
Background SCIMS is scheduled to be deployed in the near future. To access the SCIMS data
base, a security password must be requested for each authorized employee. State
Office and Service Center employees must receive training in SCIM S before access
can be granted.
B
Purpose This notice:
» outlines training requirements that must be accomplished before an employee
requests accessto SCIMS
* provides guidance on who should be allowed accessto SCIMS
* provides designation of SCIMS Security Officers and their responsibilities
* provides steps for obtaining a password to access SCIMS
» provides a copy of AD-2017 (Exhibit 1) to be completed for each employee
that requests a password.
Disposal Date Distribution
December 1, 2002 State Offices, State Offices relay to County Offices
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2 Training

A
Introduction

B

Training and
Certification of
State Office and
Service Center
Employees

C

Limited Access
Until Resolution
of Duplicate
Records

11-15-01
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After SCIMS is deployed, all additions or modifications to core customer data will
be made in SCIMS. SCIMS will then update the county’s AS/400 name and
address file with the current data. It isrequired that users receive sufficient
training before accessing the SCIMS data base.

National SCIMS training was held for State Office employees October 17
through 24, 2001. Employees who attended the national training are responsible
for ensuring that other employees in their State are properly trained before
requesting access to SCIMS.

State Office and Service Center employees that request accessto SCIMS must
certify on AD-2017 that they have received training on SCIMS procedures. Since
SCIMS will contain customer data, it isimperative that users understand the
proper use of SCIMS and the consequences of improper use.

Although it is very important that all employees in the Service Center receive
training in SCIMS, it is not necessary that every employee in the Service Center
initially have access to SCIMS. Initia access to SCIMS should be limited to CED
and Service Center employees who have primary responsibility for adding or
modifying customer datain SCIMS.

Asdiscussed at the national training, the first step after SCIMS deployment is the
resolution of duplicate records on the SCIMS data base. Initial accessis limited to
CED and Service Center employees who will be responsible for ensuring that these
duplicate records are properly resolved.

After all duplicate records have been resolved, the Service Center SCIMS Security
Officer shall request that additional employees be granted access to SCIMS as
needed to maintain the data base and implement the Management of Agricultural
Credit Move software when it is released. However, each employee authorized
snall be provided training before authorization.

Continued on the next page
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2 Training (Continued)

D

Authorized
Accessto View
SCIM S Data

Software is being developed to allow for a*“view only” accessto SCIMS. The
“view only” access will allow the Service Center SCIMS Security Officer to
request passwords be issued to Service Center employees to view datain SCIMS
for informational purposes without making modifications or additions.

Service Centers will be notified when the “view only” software is completed. At
that time, request for “view only” accessto SCIMS can be submitted for
employees by the SCIM S Security Officer.

3 SCIMS Security Officers and Responsibilities

A
SCIM S Security
Officers

B

National FSA
SCIM S Security
Officer
Responsibilities

11-15-01

FSA will designate National and State FSA SCIMS Security Officers.

Sandy Bryant, Chief of the Common Provisions Branch, has been designated
Acting National FSA SCIMS Security Officer. SED shall designate the State FSA
SCIMS Security Officer. CED shall serve as the Service Center SCIMS Security
Officer.

Note: If the CED position is vacant, the State SCIMS Security Officer will serve
as the Service Center SCIMS Security Officer until the CED position is
filled.

The National FSA SCIMS Security Officer is responsible for:

» notifying the Kansas City Security Staff of each designated State FSA SCIMS
Security Officer

» e-mailing an Excel spreadsheet to the State FSA SCIMS Security Officer for
their use in notifying Kansas City Security Staff the names of Service Center
employees who have completed training and will be requesting a security
password.

Continued on the next page
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3 SCIMS Security Officers and Responsibilities (Continued)

C

State FSA

SCIM S Security
Officer
Responsibilities

D

Service Center
SCIM S Security
Officer
Responsibilities

E

Kansas City
Security Staff
Responsibilities
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The State FSA SCIMS Security Officer is responsible for:

ensuring that FSA Service Center employees are trained in the use of SCIMS

certifying on AD-2017 that the Service Center SCIMS Security Officer has
received training in SCIMS

notifying Kansas City Security Staff of the names of Service Center employees
who have completed training and require access to a password

notifying Kansas City Security Staff of Service Center employees that access to
SCIMS has been revoked.

The Service Center SCIMS Security Officer is responsible for:

ensuring that Service Center employees are trained in the use of SCIMS

certifying Service Center employees have received adequate training in SCIMS
before being allowed accessto SCIMS

notifying the State FSA SCIM S Security Officer of employees that are
approved for accessto SCIMS

notifying the State FSA SCIM S Security Officer of employees who no longer
have accessto SCIMS.

The Kansas City Security Staff is responsible for ensuring that:

the names of Service Center employees approved for accessto SCIMS are
given a password

employees no longer having authority to use SCIMS are immediately barred
access.
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4 State and County Office Action

A
State Office
Action

11-15-01

SED shall designate 1 person from the State Office who has received training in
SCIMS to be the State FSA SCIMS Security Officer. When the State FSA
SCIMS Security Officer has been designated, AD-2017 shall be completed and
FAXed to the Common Provisions Branch at 202-720-0051. The National FSA
SCIMS Security Officer will notify the Kansas City Security Staff of the name of
the State FSA SCIMS Security Officer.

The State FSA SCIMS Security Officer:

» will beresponsible for ensuring that each Service Center SCIM S Security
Officer has received training in SCIMS

+ shall sign AD-2017, section 12 for each Service Center SCIMS Security
Officer

« shall notify the Kansas City Security Staff of the names of each Service Center
SCIMS Security Officer, by using the Excel spreadsheet

Note: The Kansas City Security Staff shall ensure that the employee is given a
password to access SCIMS.

+ will beresponsible for submitting the Excel spreadsheet to Kansas City, with
the names of other Service Center employees who have received training and
are requesting a password to access SCIMS

» will beresponsible for notifying the Kansas City Security Staff when an
employee's access to SCIMS has been revoked.

It is very important that the Kansas City Security Staff be notified immediately of
any employee who has their security to SCIMS revoked so they can be prevented
from accessing SCIMS.

Continued on the next page
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4 State and County Office Action (Continued)

B
Service Center
Action

The Service Center SCIMS Security Officer shall:

o certify on AD-2017 for each Service Center employee who has received
training in SCIM S and is requesting a password

* notify the State FSA SCIMS Security Officer of the names of Service Center
employees who are approved for a password to access SCIMS.

A request to allow an employee accessto SCIMS is an ongoing process. The
Service Center SCIMS Security Officer can request that employees be added at
anytime by submitting the information to the State FSA SCIMS Security Officer.

CED will also be responsible for immediately notifying the State FSA SCIMS
Security Officer of any employee who has had access to SCIMS revoked.

5 Stepsfor Accessing SCIM S

A
AD-2017

11-15-01

Each employee who requests access to SCIMS shall complete AD-2017 and
submit it to the Service Center SCIMS Security Officer. AD-2017 requests
information about the employee that has been determined necessary to identify the
employee who will be granted accessto SCIMS.

AD-2017 provides a certification by the employee that they have received training
in SCIMS procedures and understand the consequences of changing core data.
AD-2017 must be signed by the employee and the SCIM S Security Officer and
kept indefinitely in a SCIMS security folder.

Continued on the next page
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5 Stepsfor Accessing SCIM S (Continued)

B

Gaining Access

to SCIMS

The following table outlines steps to gain access to SCIMS.

Step

Who IsResponsible

Action

1

SED

Designates a State Office employee who has received training in SCIMSto
serve as the State FSA SCIMSS Security Officer.

Ensuresthat all employees who need access to SCIMS receive training.
Notifies the National FSA SCIMS Security Officer of the name of the State FSA

SCIMS Security Officer by FAXing AD-2017, completed through item 11, to
the National FSA SCIMS Security Officer at 202-720-0051.

National FSA SCIMS
Security Officer

Notifies the Kansas City Security Staff of the name of the State FSA SCIMS
Security Officer.

E-mails an Excel spreadsheset to the State FSA SCIMS Security Officer for use
in notifying the Kansas City Security Staff of the names of Service Center
empl oyees who have received training and are requesting a password to access
SCIMS.

Kansas City Security Staff

Ensures that employees on the spreadsheet are allowed access to SCIMS.

Service Center SCIMS
Security Officer

Trains or arranges training for Service Center employees on the use of SCIMS.
Approves AD-2017 for Service Center employees requesting access to SCIMS.
Notifies the State FSA SCIMS Security Officer of the names of Service Center
empl oyees who have completed training and are requesting a password to
access SCIMS.

Immediately notifies the State FSA SCIMS Security Officer of the names of
Service Center employees who no longer should have access to SCIMS.

State FSA SCIMS Security
Officer

Approves AD-2017 for the Service Center SCIMS Security Officer.

Notifies the Kansas City Security Staff by Excel spreadsheet of the names of
Service Center employees who have received training and will request a
password to access SCIMS.

Immediately notifies the Kansas City Security Staff of the names of Service
Center employees who no longer have access to SCIMS.

11-15-01
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AD-2017, Service Center Information M anagement System (SCIM S) Access Form

REPRODUCE LOCALLY. Include form number and date on 4ll reproductions:

?ng'})—’ U.5. DEPARTMENT OF AGRICULTURE 1. Request Date

SERVICE CENTER INFORMATION MANAGEMENT SYSTEM (SCIMS) ACCESS FORM

INSTRUCTIONS: Pleasecompiete a separate form for each-employee.

2. Employee Name (Last, First, Ml 3. Social Security No. 4. State FIPS Code 5. County FIPSCode
6. Type of Employee (Check One) © 7. Agency (Check One) 8. State Name 9. County-Name
[Permanent Federal COrsa
[CIpermanent County-Office [CnRres
DTempofary Federal D RD
[l Temporary County-Office [ 6ther (Speciti

Other (Specify)

10. Type of Access Requested:

[[] Full Access (Employee complete ltem 11) O View Only Access

11. Certification by. Employee

By sigijing this-form, T gertify that T have received training by a USDA Emiployee whe has atithority to grant me use of the SCIMS
databage. Iunderstand that proper use of the databage and the cotsequendes of adcessing and making chénges to customer's core ‘datd.
Leertify that L will use the database only for conducting USDA - Goevemnmentsl business as 4 necessary part of my position with the
United States Department of Agriculture:

Eniployee. Signature Date

12. Certification by Security Officer

As State or-County Security Officer, I-certify that the above employee has received sufficient training on the use of the SCINS

database. By signing this form, I'have granted iliis USDA employee permission to ebtain.a password to-access the SCIMS database to
conduct official USDA business.

-S.ecurity Officer Signature Date

13. Revocation of Authority

The authority for the above-named person was revoked on the day shown below-

A. Security Officer Signature B. Date

The U.S .Departrrent-f Agricature (USDA] prohibits discriminstior i all ifs-progrems and-activifies on ihe basis of race; color, national dnigin; gerder, religion, -age, disability, polfical e liefs, sexual orientation,

arigmarital or famil status, {Nof &l prompifed hases.apply ta-all pragrams.) Persons-with disabifties wha réquire aifarnalive reans for cormunicatoh-of pfegrair information (Brailla, farge print, dudiotdps,
elt:)-should confact USDA's TARGET Centeral (202) 720-2600 {viice.end TOD), Tofie acomplaint efdiscrimingtion, wite USOA, Diréclor, Office-0f Civil Rights, RUGm.326-W; Whitter.Bailding, 1400
fhilependence Avenus, SV, Wasfiingion, B.C: 20250:84 10.0r-call (262).720-5864 {voite-or TOD). USDA 1&-an equalopporlumily-provider aiad.amployer:
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