UNITED STATES DEPARTMENT OF AGRICULTURE )
Farm Service Agency Notice INFO-35
Washington, DC 20250

For: All FSA Employees and Contractors

Sharing FSA Information/Data With NRCS
Approved by: Acting Deputy Administrator, Management

1 Overview
A Background

On August 21, 2008, the USDA Office of the General Counsel advised FSA that “data may
continue to be shared with other agencies within USDA and with USDA contractors who are
bound to comply with Section 1619”.

Section 1619, “Information Gathering”, of the Food, Conservation, and Energy Act of 2008
(2008 Farm Bill) authorizes FSA to disclose information/data to “a person or Federal, State,
local, or tribal agency working in cooperation with the Secretary in any Department program
when providing technical or financial assistance with respect to the agricultural operation,
agricultural land, or farming or conservation practices”.

B Purpose
This notice:

e provides a link to Natural Resources Conservation Service (NRCS) National Bulletin
130-9-2, AGN - Processing Freedom of Information Act Requests Under Section 1619 of
the Farm Bill at http://www.info.usda.gov/viewerFS.aspx?hid=22467

e announces that effective December 30, 2008, NRCS implemented a process for binding
individuals to comply with the provisions within Section 1619

e announces that FSA may accept and share information/data with individuals who have
properly signed the NRCS-developed Certification of Natural Resources Conservation
Service Conservation Cooperator (Exhibit 1).

Note: The Certification is Attachment C of NRCS National Bulletin 130-9-2.

Disposal Date Distribution
April 1, 2010 All FSA employees and contractors; State Offices
relay to County Offices
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Notice INFO-35

Overview (Continued)

C Contacts

Direct policy questions about this notice to either of the following.

Name Telephone Number E-Mail
Sue Ellen Sloca, 202-720-1598 sueellen.sloca@wdc.usda.gov
FSA FOIA Officer
John W. Underwood 816-926-6992 john.underwood@kcc.usda.gov
FSA Privacy Act Officer

Sharing FSA Records With NRCS

A Data Sharing

Upon request, FSA may share data covered by Section 1619 of the 2008 Farm Bill with
NRCS:

e employees
e contractors
e cooperators, including individuals bound either by an authorized NRCS MOU or by an

authorized NRCS Certification of Natural Resources Conservation Service Conservation
Cooperator form.

B Tracking

FSA offices authorized to process FOIA requests shall not track, as FOIA requests, data
releases made to NRCS:

e employees
e contractors
e cooperators.

Note: Disclosures within the Federal Government (for example, USDA employees) are not
FOIA requests and therefore shall not be tracked as FOIA requests. Disclosures to
NRCS contractors and certified USDA Cooperators have the same status as
disclosures to USDA employees.
Record Retention

FSA Offices shall retain copies of the NRCS Certification of Natural Resources Conservation
Service Conservation Cooperator forms in General Record Schedule 14, paragraph 23.
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Notice INFO-35 Exhibit 1

Certification of NRCS Conservation Cooperator

USDA
USDA

Attachment C

United States
Department of

Agriculture . CERTIFICATION OF NATURAL RESOURCES
CONSERVATION SERVICE
CONSERVATION COOPERATOR

1, of

(full name and organization identity of the smployee, contractor, or agent of
cooperator seeking aceess to dats), certify that I am authorized to provide technical
and/or financial assistance for U.S. Department of Agriculture (ISDA) conservation
programs. USDA’s Natural Resources Conservation Service (NRCS) has authority for
ensuring such technical and financial assistance, and has requested that data critical for
implementing conservation programs be shared directly with me. -

The USDA. data that I am authorized to use, and am responsible for safeguarding,
includes only data necessary for the delivery of technical and/or financial assistance
for conservation programs. This may include, but is not limited to, the following data
contained in Piivacy Act System of Records FSA-Z, Farm Records (Automated):

State identification and county number (where reporied and where located);
Producer/land owner and business entity name, firll address, phone number,
and identification type;

Farm, tract, field, and coniract numbers;

Production shares and share of acres for each Farm Serial Number (FSN) field;
Acreage information including crop code;

Practice code;

Aerial photographs;

Atiributes for Comuon Land Units (CLUs) in USDA's Geospatial Information

System;
« Producer Social Security Numbers {88Ns) and tax identification numbers,

a &
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USDA may authorize me to use the data for the following technical assistance
activities for USDA. conservation programms:

Program eligibility determinations;

Conservation planning;

Conservation practice and systems implémentation and cerfification;
Policy and program support;

Compliance and stafus reviews;

Outreach to conservation program participants and non-participants.
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Notice INFO-35

Certification of NRCS Conservation Cooperator (Continued)

Exhibit 1

USDA

T am aware that the information may be protected under Section 1619 of the Food,
Conservation, and Energy Act of 2008 (2008 Farm Bill). SeePub. L. 110-246, Tiile ],
Section 1619; Attachment 1. I undersiand that, as a recognized USDA coopsrator, I am
personally responsible Tor ypholding the law and safeguarding this information following
USDA, U, 8. Forest Service (USFS), Natural Resources Conservation Service (NRCS), and
FSA guidelines and policies and in accordance with a master Mamorandum of Understanding
(MO execuied with USDA’s U.S. Forest Service, NRCS and FSA for sharing dafa. 1
understand that this certification will be appended to and incorporated by reference to such
MOU for sharing such data.

I understand that the prohibition on releasing data covered by Section 1619 includes any data
I may obtain from producers or landowners in the course of fulfilling my duties cooperating
with USBA on its conservation programs, The prohibition does not cover data that is
collecied by local and State entitics for their own use as State entifies. Sincel may be
collecting data from producers and landowners for dual purposes (USDA and State), 1 will
make clear to the producers and landowners the purpose of the information collection at the
time the information is collected. This notification will help ensure producers and
landowners are made aware that information provided for State purposes may be released
under State open disclosnre laws.

I will only share data subject to Section 1619 with other USDA certified, authorized
emplayees, contractors, or agenis of cooperators with a need-to-know this information in
order to cooperate with USDA in implementing its conservation programs. The term “USDA
certified” means the individual hias proof of a compleled USDA certification for securing
data, such as this certification. In particvlai, I will not transmitany "Core Personally
Identifiable Information” {PI1), including any poriions of SSNs or maps showing tract, field,
or farm ideptification mumbers, via mobile device including cell and cordless phones. See
Attachment 2.

When my work duties no longer require me to have access to data subject to Section 1619, 1
will notify the designated contacts under the master MOU to which this certification is
appended and incorporated by reference. I will relinquish any such data in my possession,
following the instructions of the primary USDA contacts under a master MOU fo which this
certification is appended. T will no longer have access 1o such data in any form.

1 will neither disciss nor reveal the contents of any such data other than to USDA certified,
authorized employess, confractors, or agents of cooperators who need to know such information
in order io cooperate with USDA inimplementing its conservation programs. T understand that
my access fo USDA. data may be suspended, curtailed, or eliminated at the discretion of the
USDA contacts under a master MOU for sharing data, to which this certification is appended.

(Signature of meioyec, contractor, oragent of cooperator) (Date)
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Notice INFO-35 Exhibit 1

Certification of NRCS Conservation Cooperator (Continued)

USDA
—

VERIFED BY:

(Printed or typed name and title of authorized NRCS employee)

(Sigunature of authorized NRCS employce) (Date)

NOTE; The primary authoity for requesting and safegnarding the information described on
this certification is the Food, Conservation; and Bnergy Act of 2008 (Pub. L. 110-246). The
information collected and shared as a result of this certification may be released to USDA.
employses, USDIA contractors or authorized USDA cooperators who are bound to safeguard
the information under Section 1619 of the Food, Conservation, and Energy Act; the Privacy
Act of 1974; the B-Government Act of 2002; and related anthorities. This-information
collection is exempied from the Paperwork Reduction Actas it is required for admimistration
of the Food, Conservation, and Energy Act of 2008. See Pub. L. 110-246, Title 1, Section
1601{CY2)(A). The provisions of criminal and civil fravd, privacy and othet statutes may be

applicable to the information provided and disclosed.

Attachments

RV
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Notice INFO-35

Certification of NRCS Conservation Cooperator (Continued)

Exhibit 1

USDA

|

ATTACHMENT 1

Section 1619 of the 2088 Farm Bill

SEC. 1619. INFORMATION GATHERING.

(a) GEOSPATIAL SYSTEMS.—The Secretary shall ensure that all the geospatial data of the agencies of the
Department of Agriculture ave portable and siandardized,

) TIMITATION ON DISCLOSURES.—
{1) DEFINITION OF AGRICULTURAL OPERATION—In this subsection, the fegm
“sggricultural operation™ includes the production and marleting of agricultural commotlitics and

livestock.

(2) PROMIBITION.—Except as provided inparagraphs-(3) and {4), the:Sécretary, mny officer or
employes.of the Department of Agriculture, or any contractor or cogperator of the Department, shall
not disclose—
(A) Information provided by an agrieultural producer-por owner of agricnituzal land
conceming the agricultural operation, farming or conservation practices, or the land itself, in
order 1o participats in programs of the Department; or
(B) Geospatial information otherwise maintained by the Secretary about agticulivral land or
operatiens for which information described in subparageaph {A) is provided.

{3) AUTHORIZED DISCLOSURES.— .
(A) LIMITED RELEASE OF INFORMATION.—If the Secretary deterniines that the
hformation described in paragraph (2) will not be subsequently disclosed exceptin
accordance with paragraph (4), the Secretary may release or discloge the information to a
person or Federal, State, local, or tribal ageney ‘working in. cooperatian with the Secretary in
any Department program-—

(i) When providing technical or financial assistance with respect fo the agrigultural
operation, agricultural land, or farming er conservation practices; or

(i1). When responding to a diseass or pest threat to agriculiural operations, ifthe
Secretary determines that a threat to agricultural operations exists and the disclosure
of information fo a person.or cooperating government entity is necéssary to assist the
Secretary in responding to the disease or pest threat as anthorized by law.

) EXCEPTIONS.—Nothing in this subsection affects—

(A) Tue disclosure of payment information (including payment information and the names
and addresses of recipients of payments) under any Departmont programi that is otherwise
authorized by law;
(B) The disclosure of information described in paragraph (2) if the information has been
trapsformed into a statistical or aggregate form without naming any-—

(i) Individual owner, operator, or producer; or

" (ii) Specific data gathering site; or

(C) The disclosure of information described inparagraph (2) pursuant to the consent of the
agriculiural producer ar owner of agriculural land.

(5) CONDITION OF OTHER PROGRAMS.—The parficipation of fhe agriciltural producer or
owner of agricultural iand in, or receipt of any benefil under, any program administered by the
Secrstary may not be-conditioned on the consent of the agricultural producer or owner of agricultural

Jand under paragraph 4(c).

4
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Notice INFO-35

Certification of NRCS Conservation Cooperator (Continued)

Exhibit 1

(8) WAIVER OF PRIVILEGE OR PROTECTION,—The disclosure of information under

paragraph (2) shall not constituie a waiver of agy applicable privilege or protection under Federal Lawr,
including trade secret protection.
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Notice INFO-35

Certification of NRCS Conservation Cooperator (Continued)

Exhibit 1

USDA
=]

Definition of YCore PH"

include the following:
part of the SSN

10 $SN or any part of the I8N
= Personal inhome number (landlines and cell phones for individuals)
» DPersonal email address
» Place and date of birth
«  Mother's maiden name
» Biomefric records, such as finger prints

e Personal financial information, such as, bank aceeunt
number and banking information

» Personal insurance information not relating to USDA
programs )

e Medical informaticn
s USDA employee administrative or disciplinary information

» Scores and comments appearing.on USDA employee
péiformance appraisals .

« Responses submitied on Confidential Findncial Disclosure
Reports (Form OGE-450).
In most cases, "Core PII" is not releasable under FOIA, and is not made
available to the general public. Data fields and responses on USDA, FSA, or
NRCS forms containing "Core P1I" need to be redacted, prior to release.

"Core PI" is higlﬂy sensitive and must be protected at all times under the P4, the E-

spaces, and must be kept inder reasonable custodial control, e.g., in locked cabinets.

ATTACHMENT 2

"Core PII" may commonty bemisused for identity theft. TUSDA, FSA defines "Core PII" to
»  Social Security Number (SSN), including the “last 4 digits™ or any other

*  Tax or Owner's Identification (ID) Number, when such pumber is identical

Government Act of 2002, and related legislation, repulations, and policies, inchuding 7 CFR.
Part 1, Subpart G. Documents containing "Core PII" shall fiot be left unattended in open
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