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For:  FSA Offices 
 

Attorney General’s FOIA Guidelines 
Approved by:  Deputy Administrator, Management 

 
 
 
1  Overview 
 
  A Background 
 

On March 19, 2009, the Attorney General issued comprehensive new guidelines to the heads 
of executive departments and agencies governing FOIA.  These guidelines reaffirm the 
government’s “commitment to accountability and transparency” as directed by the President 
in the FOIA memorandum issued January 21, 2009, available at 
http://www.whitehouse.gov/the_press_office/Freedom_of_Information_Act/. 
 
The Attorney General’s FOIA Guidelines, provided in Exhibit 1 and available at 
http://www.usdoj.gov/ag/foia-memo-march2009.pdf, are discussed in depth at DOJ’s web 
site at http://www.usdoj.gov/oip/foiapost/2009foiapost8.htm.  The guidelines address the 
following: 
 
 presumption of openness that the President stated in the FOIA memorandum 
 
 necessity for agencies to create and maintain an effective system for responding to 

requests 
 
 necessity for agencies to make information available proactively to achieve the “new era 

of open Government” that the President envisions. 
 
  B Purpose 
 

This notice provides guidance for: 
 

 understanding the Attorney General’s guidelines 
 implementing the Attorney General’s guidelines. 

 
 
 
 
Disposal Date 
 
May 1, 2010 

Distribution 
 
All FSA Offices; State Offices relay to County 
Offices 
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Notice INFO-36 
 
1  Overview (Continued) 
 

C Exhibits 
 

The following exhibits are provided: 
 
 Attorney General’s FOIA Guidelines (Exhibit 1) 
 FOIA exemptions (Exhibit 2) 
 examples of foreseeable harm statements (Exhibit 3). 

 
2 Understanding the Attorney General’s FOIA Guidelines 
 

A Discretionary Releases of Records 
 

The Attorney General’s FOIA Guidelines: 
 
 strongly encourage agencies to make discretionary releases of records 
 
 direct agencies not to withhold records simply because a FOIA exemption may 

technically apply. 
 
Note: Whenever a full disclosure of a record is not possible, agencies are directed to 

consider whether a partial disclosure can be made. 
 

B New Standards for Defending Agencies 
 
The Attorney General’s FOIA Guidelines establish a new standard for defending agencies.  
A denial of a FOIA request or appeal will now be defended by DOJ only if either of the 
following applies: 

 
 disclosure of responsive records is prohibited by law 

 
 the agency reasonably foresees that disclosure of responsive records would harm an 

interest protected by 1 of the 9 statutory exemptions. 
 

C Posting Information Online in Advance of Public Requests 
 

The Attorney General’s FOIA Guidelines stress that agencies should readily and 
systematically post information online and otherwise make it available to the public in 
advance of any request from the public filed under FOIA.  Providing more information 
online: 
 
 reduces the need for individualized requests 
 may help reduce existing backlogs. 

 
 
 
5-6-09         Page 2 



 
 

Notice INFO-36 
 
3 Implementing the Attorney General’s FOIA Guidelines 
 

A Processing FOIA Requests 
 

FSA offices processing FOIA requests must: 
 

 apply the presumption of openness to processing FOIA requests, asking “what can be 
released?” rather than “what can be protected?” when reviewing responsive records 

 
 make discretionary releases of records responsive to FOIA requests whenever 

discretionary releases are both legally possible and contextually appropriate (Exhibit 2) 
 

Notes: Information protected by exemptions covering governmental interests can be the 
subject of discretionary releases (FOIA exemptions 2, 5, and 7) when it is 
determined, on a case-by-case basis, that doing so is appropriate. 

 
Information protected by other legal authorities covering national security, 
personal privacy, commercial and financial information, and information 
protected by statute are not generally subject to discretionary releases (FOIA 
exemptions 1, 3, 4, 6, 8, and 9).  Discretionary releases of these records must not 
be made. 

 
For information protected by FOIA exemptions 2, 5, and 7, the sensitivity of the 
information and the age of the information are factors that must be weighed in the 
decision to make a discretionary release.  In general, the less sensitive the 
information and the older the information, the more likely it is that making a 
discretionary release might be appropriate. 

 
 make partial disclosures of responsive records, if at all possible, when portions of 

responsive records are covered by 1 or more FOIA exemptions, and making a 
discretionary release is neither legally possible nor contextually appropriate, rather than 
withholding the records in full 

 
 withhold records, in response to FOIA requests, in full or in part, only when either of the 

following applies: 
 

 disclosure is prohibited by law 
 

Example: Section 1619 of the Food, Conservation, and Energy Act of 2008 prohibits 
disclosure of certain information found in FSA records. 
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3 Implementing the Attorney General’s FOIA Guidelines (Continued) 
 

A Processing FOIA Requests (Continued) 
 

 FSA reasonably foresees that disclosure would harm an interest protected by 1 of the 
9 statutory exemptions 

 
Note: The harm foreseen must: 
 

 be reasonably able to be anticipated and must not be based on abstract or 
speculative fears 

 
 not be based on fears that FSA officials or employees might be 

embarrassed, or that errors and failures might be revealed 
 

 be based on the interest the exemption is designed to protect, such as: 
 

 exemption 6 protects the personal privacy of the individual to whom 
the information pertains 

 
 exemption 5 (deliberative process privilege) protects the agency’s 

decisionmaking process. 
 

 handle records protected by exemption 2 (low 2), covering matters internal to the 
government of a relatively trivial nature, differently from records protected by 
exemption 2 (high 2), covering matters of a more substantial nature, of which the 
disclosure would risk circumvention of a legal requirement 

 
Notes: Disclosure of records protected by exemption 2 (low 2) would rarely, if ever, 

result in foreseeable harm.  Examples of low 2 information include the following: 
 

 file or tracking numbers 
 document routing information 
 internal telephone and facsimile numbers. 

 
Disclosure of records protected by exemption 2 (high 2) could frequently be 
expected to cause harm to interests the exemption is designed to protect, such as: 
 
 disclosure of computer access codes 
 
 instructions or programs that might be used to gain wrongful access to 

electronic systems that store FSA information 
 
 disclosure of government credit card numbers that might be used to commit 

fraud by charging the personal expenses of private individuals to them. 
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Notice INFO-36 
 
3 Implementing the Attorney General’s FOIA Guidelines (Continued) 
 

A Processing FOIA Requests (Continued) 
 

 document the decision to withhold records under exemption 5 (deliberative process 
privilege) by compiling a harm statement, for the administrative file, when FSA 
determines that disclosure of a record protected by exemption 5 (deliberative process 
privilege) would result in reasonably foreseeable harm 

 
Note: See Exhibit 3 for examples of foreseeable harm statements for exemption 5 

(deliberative process privilege).  An exemption 5 (deliberative process privilege) 
harm statement must: 

 
 identify the harm foreseen to FSA’s decisionmaking process, with reference to 

how disclosure of each record or portion of a record withheld under this 
exemption and privilege can reasonably be foreseen to threaten 1 or more of 
the following interests that the deliberative process privilege was designed to 
protect: 

 
 FSA’s interest in preserving open, frank discussions on matters of policy 

between subordinates and superiors 
 

 FSA’s interest in preventing premature disclosure of proposed policies 
before they are finally adopted 

 
 FSA’s interest in preventing the public confusion that might result from 

disclosure of reasons and rationales that were not ultimately the grounds 
for FSA’s decisions 

 
 be in writing, dated and signed by the authorized FSA official, in the case of 

State and County Office FOIA responses, to sign FOIA response letters, and 
in the case of National FOIA Offices, be dated and signed by either of the 
following: 

 
 the FSA official authorized to sign FOIA response letters for the office 

 
 a program official authorized to speak for the program whose records are 

being withheld under this exemption 
 

 be provided to ALS in the event of an administrative appeal or litigation 
involving the withholding of specific FSA records under exemption 5 
(deliberative process privilege). 
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3 Implementing the Attorney General’s FOIA Guidelines (Continued) 
 

A Processing FOIA Requests (Continued) 
 

 consult and obtain the written concurrence of the FSA FOIA Officer before making 
discretionary releases of records protected by exemptions 2 (high 2), 7A, 7B, 7C, 7D, 7E, 
and 7F, and the following 3 privileges under exemption 5: 

 
 attorney client privilege 
 attorney work product privilege 
 government commercial information privilege. 

 
B All FSA Offices 

 
All FSA offices must: 
 
 anticipate public interest in FSA records, and work proactively to post those records on 

FSA’s public web site whenever appropriate 
 
 support the efforts of offices and employees tasked with the responsibility of responding 

to FOIA requests and appeals, when FOIA requests or appeals for records maintained by 
their programs and/or offices are received by: 

 
 responding to requests for searches of their program files in a timely manner 

 
 recommending discretionary releases of program records whenever legally possible 

and contextually appropriate 
 

 providing signed and dated harm statements consistent with the requirements of this 
notice whenever recommending that program records be withheld under exemption 5 
(deliberative process privilege) 

 
 remember, at all times, that “in the face of doubt, openness prevails” under FOIA. 
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4 Action 
 

A State Office Action 
 

State Offices shall: 
 

 comply with the guidance in this notice 
 

 communicate the guidance in this notice to their respective County Offices, providing 
training in its implementation, if appropriate 

 
 ensure that County Offices comply with the guidance in this notice. 

 
B County Office Action 

 
County Offices shall comply with the guidance in this notice. 
 

C National FOIA Office Action 
 
National FOIA Offices shall comply with the guidance in this notice. 
 

D Contacts 
 

For questions about this notice, contact Sue Ellen Sloca, FSA FOIA Officer, at either of the 
following: 

 
 e-mail at sueellen.sloca@wdc.usda.gov 
 telephone at 202-720-1598. 
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         Notice INFO-36 Exhibit 1 
 
Attorney General’s FOIA Guidelines 
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         Notice INFO-36 Exhibit 1 
 
Attorney General’s FOIA Guidelines (Continued) 
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         Notice INFO-36 Exhibit 1 
 
Attorney General’s FOIA Guidelines (Continued) 
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         Notice INFO-36 Exhibit 2 
 
FOIA Exemptions (5 U.S.C. 552(b)(1)-(9)) 
 

Exemption Description Discretionary Release 
1 Classified national defense and foreign relations 

information. 
No 

2 Internal agency rules and practices. 
 (Low 2) 
 (High 2) 

 
Yes 

Only with concurrence 
3 Information that is prohibited from disclosure by another 

Federal law. 
No 

4 Trade secrets and other confidential business information. No 
5 Inter-agency or intra-agency communications that are 

protected by legal privileges. 
 (deliberative process privilege) 
 (attorney client privilege) 
 (attorney work product privilege) 
 (government commercial information privilege) 

 
 

Yes 
Only with concurrence 
Only with concurrence 
Only with concurrence 

6 Information involving matters of personal privacy. No 
Records or information compiled for law enforcement 
purposes, to the extent that the production of those records: 
 

 

 could reasonably be expected to interfere with 
enforcement proceedings (7A) 

 

Only with concurrence 

 would deprive a person of a right to a fair trial or an 
impartial adjudication (7B) 

 

Only with concurrence 

 could reasonably be expected to constitute an 
unwarranted invasion of personal privacy (7C) 

 

Only with concurrence 

 could reasonably be expected to disclose the identity of 
a confidential source (7D) 

 

Only with concurrence 

 would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would 
disclose guidelines for law enforcement investigations 
or prosecutions (7E) 

 

Only with concurrence 

7 

 could reasonably be expected to endanger the life or 
physical safety of any individual (7F). 

Only with concurrence 

8 Information relating to the supervision of financial 
institutions. 

No 

9 Geological information on wells. No 
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         Notice INFO-36 Exhibit 3 
 
Examples of Foreseeable Harm Statements 
 

A Document 1 
 

An e-mail message from a program specialist to his or her supervisor, containing his or her 
personal observations with respect to a course of action proposed by his or her supervisor and 
discussed at the last staff meeting, with personal recommendations as to what modifications 
might be made to the proposed course of action to render it more efficient to implement, 
nationwide. 

 
Statement of Foreseeable Harm:  “The document contains recommendations for action 
proposed by a subordinate employee to his supervisor.  The recommendations proposed were not 
accepted, and the proposed course of action was ultimately implemented by FSA as originally 
proposed by the supervisor.  Release of this document could reasonably be foreseen to have a 
“chilling effect” on the willingness of employees in subordinate positions within FSA to offer 
suggestions to improve the efficiency and efficacy of agency programs, and to make individual 
recommendations with respect to proposed agency decisions.  Signed ____________, 
dated_____________.” 
 

 B Document 2 
 

Portions of the minutes of a COC meeting in Executive Session, deliberating over a request for 
_____________________ by a producer, which was tabled until the next COC meeting, after a 
vigorous exchange of opinions that lead COC to conclude that it needed more information on 
various aspects of the issue before a final decision could be made and a formal response to the 
producer issued. 

 
Statement of Foreseeable Harm:  “The document contains discussions of possible courses of 
action, with rationales proposed for each, with respect to an issue on which the County Office 
Committee has not yet issued a final decision.  Release of this document could reasonably be 
foreseen to stifle the free flow of discussion and inhibit candor within the County Office 
Committee, when deliberating in Executive Session.  It could also be reasonably foreseen to 
confuse the public when a final decision is made, by revealing rationales for alternative courses 
of action not adopted by FSA.  Release of these competing rationales could be reasonably 
foreseen to jeopardize the public’s understanding of FSA’s final decision when it is actually 
issued.  Signed ____________, dated_____________.” 

 
 C Guidance on Drafting Foreseeable Harm Statements 
 

While each document or portion of a document protected by exemption 5 (deliberative process 
privilege) must be addressed in a foreseeable harm statement, a single statement may cover 
multiple documents or multiple portions of documents, provided that the harm foreseen, and the 
reasons why the harm is foreseen, are the same for each.  While foreseeable harm statements do 
not need to be lengthy, they should be reasonably specific, preferably more specific than the 
examples provided in this notice.  These statements were necessarily generic because the 
descriptions of the records being considered for release as examples in this notice are also 
generic. 
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