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$SSURYHG E\� $FWLQJ 'HSXW\ $GPLQLVWUDWRU� 0DQDJHPHQW

� ,PSOHPHQWLQJ ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP

$

3XUSRVH 7KLV QRWLFH SURYLGHV SROLF\ IRU LPSOHPHQWLQJ WKH ))$6 ,QIRUPDWLRQ 6\VWHPV

6HFXULW\ 3URJUDP�

%

3ROLF\

,QIRUPDWLRQ

7KLV SROLF\�

& GHILQHV DXWKRULWLHV� UHVSRQVLELOLWLHV� DQG VHFXULW\ FRQWUROV IRU LPSOHPHQWLQJ WKH

))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP

& SURYLGHV DGHTXDWH VHFXULW\ PHDVXUHV DQG VDIHJXDUGV WR SURWHFW LQIRUPDWLRQ

UHVRXUFHV IURP XQDXWKRUL]HG DFFHVV� XVH� PRGLILFDWLRQ� DQG GLVFORVXUH

1RWH� 7KLV LQFOXGHV LQIRUPDWLRQ FROOHFWHG� SURFHVVHG� WUDQVPLWWHG� VWRUHG� RU
GLVVHPLQDWHG LQ JHQHUDO VXSSRUW V\VWHPV DQG PDMRU DSSOLFDWLRQV�

& LV FRQVLVWHQW ZLWK *RYHUQPHQW�ZLGH SROLFLHV� VWDQGDUGV� DQG SURFHGXUHV LVVXHG

E\�

& 86'$

& 20%

& 1DWLRQDO ,QVWLWXWH RI 6WDQGDUGV DQG 7HFKQRORJ\ �1,67�
& *6$

& 230�

&RQWLQXHG RQ WKH QH[W SDJH

'LVSRVDO 'DWH 'LVWULEXWLRQ

-XO\ �� ���� $OO )6$� )$6� DQG 50$ HPSOR\HHV� 6WDWH 2IILFHV

UHOD\ WR &RXQW\ 2IILFHV
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� ,PSOHPHQWLQJ ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP �&RQWLQXHG�

&

3ROLF\ ,QWHQW 7KLV SROLF\ ZLOO HQVXUH WKDW�

& GHYHORSPHQW� LPSOHPHQWDWLRQ� DQG RSHUDWLRQV RI DXWRPDWHG LQIRUPDWLRQ

V\VWHPV �$,6� DQG FRPSXWLQJ HQYLURQPHQWV DUH VHFXUH� HIILFLHQW� DQG

FRVW�HIIHFWLYH EDVHG RQ DQDO\VHV RI VHFXULW\ ULVNV DQG YXOQHUDELOLWLHV

& DOO $,6 SURFHVVLQJ� VWRULQJ� RU WUDQVPLWWLQJ VHQVLWLYH RU QRQVHQVLWLYH

LQIRUPDWLRQ PXVW PHHW WKH UHTXLUHPHQWV RI WKLV SROLF\ WKURXJK DXWRPDWHG RU

PDQXDO PHDQV

1RWH� 0RUH VWULQJHQW UHTXLUHPHQWV PD\ EH LPSRVHG EDVHG RQ D ULVN DQDO\VLV�

& DSSURSULDWH DQG FRVW�HIIHFWLYH VDIHJXDUGV DUH HPSOR\HG WR SURWHFW LQIRUPDWLRQ

UHVRXUFHV IURP XQDXWKRUL]HG DFFHVV� XVH� PRGLILFDWLRQ� DQG GLVFORVXUH

& LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW DQG WHFKQRORJ\ LVVXHV DUH SURSHUO\

DGGUHVVHG� LPSOHPHQWHG� DQG HQIRUFHG�

'

3ROLF\ &RQWHQWV 7KLV SROLF\ VWDWHV�

& WKH LPSRUWDQFH DQG YDOXH RI FRPSXWHU DQG LQIRUPDWLRQ UHVRXUFHV DQG WKH QHHG

WR SUHVHUYH DQG SURWHFW WKHLU LQWHJULW\� FRQILGHQWLDOLW\� DQG DYDLODELOLW\

& WKDW DOO HPSOR\HHV DQG FRQWUDFWRUV DUH UHTXLUHG WR SURWHFW LQIRUPDWLRQ

UHVRXUFHV IURP DFFLGHQWDO RU GHOLEHUDWH XQDXWKRUL]HG DFFHVV� XVH� PRGLILFDWLRQ�

RU GLVFORVXUH E\ HPSOR\LQJ DGHTXDWH VHFXULW\ PHDVXUHV WKURXJK FRVW�HIIHFWLYH

WHFKQLFDO DQG PDQDJHPHQW FRQWUROV

& WKH DVVLJQPHQW RI UHVSRQVLELOLWLHV IRU LQIRUPDWLRQ V\VWHPV VHFXULW\

& WKH UHTXLUHPHQW WR SURYLGH PDQGDWRU\ FRPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ WR

HPSOR\HHV ZKR DUH LQYROYHG LQ PDQDJLQJ� XVLQJ� RU RSHUDWLQJ $,6 DFFRUGLQJ WR

WKH &RPSXWHU 6HFXULW\ $FW RI ���� DQG 20% &LUFXODU $����� $SSHQGL[ ,,,

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� ,PSOHPHQWLQJ ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP �&RQWLQXHG�

'

3ROLF\ &RQWHQWV

�&RQWLQXHG�

& WKDW DOO HPSOR\HHV DQG FRQWUDFWRUV VKDOO EH SHUVRQDOO\ DFFRXQWDEOH IRU

LQIRUPDWLRQ UHVRXUFHV HQWUXVWHG WR WKHP WR SHUIRUP RIILFLDO *RYHUQPHQW

EXVLQHVV RQO\

& WKH UHTXLUHPHQW WR DVVHVV LQIRUPDWLRQ V\VWHPV VHFXULW\ PHDVXUHV DQG

VDIHJXDUGV VKDOO EH SHUIRUPHG WKURXJK ULVN DQDO\VHV� LQVSHFWLRQV� DQG DXGLWV�

(

*HQHUDO 3ROLF\

6WDWHPHQW

,QIRUPDWLRQ UHVRXUFHV LQFOXGH $,6� KDUGZDUH� VRIWZDUH� FRPPXQLFDWLRQV� DQG

FRPSXWLQJ IDFLOLWLHV WKDW DUH RZQHG� OHDVHG� RU RSHUDWHG E\ RU IRU ))$6�

))$6 VKDOO LPSOHPHQW DW OHDVW WKH PLQLPXP VHFXULW\ UHTXLUHPHQWV DV LGHQWLILHG LQ

WKLV SROLF\ WR SURWHFW LQIRUPDWLRQ UHVRXUFHV �VHQVLWLYH DQG QRQVHQVLWLYH GDWD�

SURFHVVHG� VWRUHG� RU WUDQVPLWWHG E\ $,6� %DVHG RQ ULVN DQDO\VHV� DGGLWLRQDO

VHFXULW\ VDIHJXDUGV VKDOO EH DSSOLHG WR SURYLGH WKH PRVW UHVWULFWLYH VHW RI FRQWUROV

WKDW SHUPLWV WKH SHUIRUPDQFH RI DXWKRUL]HG WDVNV�

$OO $,6 SURFHVVLQJ� VWRULQJ� RU WUDQVPLWWLQJ VHQVLWLYH LQIRUPDWLRQ PXVW EH

DFFUHGLWHG LQ PDMRU DSSOLFDWLRQV DQG JHQHUDO VXSSRUW V\VWHPV�

&RQQHFWLYLW\ LV SURKLELWHG EHWZHHQ $,6 WKDW KDQGOH VHQVLWLYH GDWD DQG DQ\ RWKHU

V\VWHPV RU QHWZRUNV QRW XQGHU ))$6 DXWKRULW\ XQOHVV IRUPDOO\ DSSURYHG E\ WKH

))$6 6HQLRU ,QIRUPDWLRQ 5HVRXUFHV 0DQDJHPHQW 2IILFLDO �6,502� ZKR LV WKH

))$6 $FFUHGLWLQJ $XWKRULW\�

$OO ))$6 LQIRUPDWLRQ UHVRXUFHV DUH IRU RIILFLDO XVH RQO\�

$OO SHUVRQV ZKR XVH� PDQDJH� RSHUDWH� PDLQWDLQ� RU GHYHORS $,6� DSSOLFDWLRQV� RU

GDWD PXVW FRPSO\ ZLWK WKLV SROLF\�

$OO HPSOR\HHV DQG FRQWUDFWRUV DUH UHTXLUHG WR SURWHFW LQIRUPDWLRQ UHVRXUFHV ZLWKLQ

WKHLU DUHDV RI UHVSRQVLELOLW\ IURP XQDXWKRUL]HG DFFHVV� XVH� PRGLILFDWLRQ�

GLVFORVXUH� GHVWUXFWLRQ� RU GHOD\ LQ VHUYLFH� $OVR� WKH\ DUH UHTXLUHG WR DWWHQG ))$6

FRPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ VHVVLRQV DFFRUGLQJ WR WKH &RPSXWHU 6HFXULW\

$FW RI ���� DQG 20% &LUFXODU $����� $SSHQGL[ ,,,�

$OO DXWKRUL]HG DFFHVV ULJKWV VKDOO EH WHUPLQDWHG ZKHQ WKH\ DUH QR ORQJHU UHTXLUHG�

'HSDUWLQJ HPSOR\HHV DQG FRQWUDFWRUV VKDOO EH GHEULHIHG DQG PXVW FRPSO\ ZLWK WKLV

SROLF\ LQFOXGLQJ )HGHUDO ODZV DQG 86'$ UHJXODWLRQV FRQFHUQLQJ WKH VHSDUDWLRQ

SURFHVV�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� ,PSOHPHQWLQJ ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP �&RQWLQXHG�

)

6FRSH DQG

$SSOLFDELOLW\

7KLV SROLF\ DSSOLHV WR DOO HPSOR\HHV� FRQWUDFWRUV� RWKHU )HGHUDO DQG 6WDWH DJHQFLHV�

XQLYHUVLWLHV� LQGXVWU\� IDUPHUV� UHLQVXUHG FRPSDQLHV� DQG WKH SXEOLF ZKR DFFHVV DQG

XVH ))$6 LQIRUPDWLRQ UHVRXUFHV� 7KLV LQFOXGHV DQ\RQH LQYROYHG LQ WKH GHVLJQ�

GHYHORSPHQW� UHYLHZ� DFTXLVLWLRQ� LQVWDOODWLRQ� RSHUDWLRQ� DQG PDLQWHQDQFH RI ))$6

LQIRUPDWLRQ UHVRXUFHV�

*

3URJUDP *RDOV $OO )HGHUDO DSSOLFDWLRQV UHTXLUH VRPH OHYHO RI SURWHFWLRQ� &HUWDLQ DSSOLFDWLRQV

EHFDXVH RI WKH VHQVLWLYH LQIRUPDWLRQ LQ WKHP UHTXLUH VSHFLDO PDQDJHPHQW RYHUVLJKW

DQG VKDOO EH WUHDWHG DV PDMRU DSSOLFDWLRQV� $GHTXDWH VHFXULW\ IRU RWKHU DSSOLFDWLRQV

VKDOO EH SURYLGHG E\ VHFXULW\ RI WKH V\VWHP LQ ZKLFK WKH\ RSHUDWH�

7KH JRDOV RI WKH ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP DUH WR�

& HVWDEOLVK DQG PDLQWDLQ DGHTXDWH DQG FRVW�HIIHFWLYH VHFXULW\ PHDVXUHV DQG

VDIHJXDUGV WR HQVXUH GDWD FRQILGHQWLDOLW\� LQWHJULW\� DQG RSHUDWLRQDO DYDLODELOLW\

RI LQIRUPDWLRQ UHVRXUFHV WKDW SURFHVV� VWRUH� RU WUDQVPLW QRQVHQVLWLYH DQG

VHQVLWLYH LQIRUPDWLRQ

& SURYLGH LQIRUPDWLRQ V\VWHPV VHFXULW\ SROLFLHV DQG VWDQGDUGV ZLWK FHQWUDOL]HG

OHDGHUVKLS� JXLGDQFH� DQG GLUHFWLRQ WR DOO RIILFHV IRU GHFHQWUDOL]HG RSHUDWLRQV

DQG LPSOHPHQWDWLRQ

& GHVLJQ DQG LPSOHPHQW DGHTXDWH DQG FRVW�HIIHFWLYH VHFXULW\ PHDVXUHV DQG

VDIHJXDUGV WR SURWHFW LQIRUPDWLRQ UHVRXUFHV E\�

& FRQWUROOLQJ DQG GHQ\LQJ XQDXWKRUL]HG DFFHVV

& UHVWULFWLQJ OHJLWLPDWH XVHUV WR GDWD RU SURFHVVHV IRU ZKLFK WKH\ DUH

DXWKRUL]HG

& HQVXUH WKDW $,6� VRIWZDUH DQG FRPPXQLFDWLRQV SDFNDJHV� DQG JDWHZD\V GHOLYHU

GDWD DQG LQIRUPDWLRQ PHVVDJHV �WH[W� QXPEHUV� LPDJHV� HWF�� ZLWK WKH VDPH

FRQWHQW WKDW ZDV HQWHUHG

& HQVXUH WKDW XQDXWKRUL]HG SHUVRQV FDQQRW LQWHUFHSW RU LQWHUIHUH ZLWK WUDQVDFWLRQV

RU GHOD\ WKHP GXULQJ WUDQVPLVVLRQ

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� ,PSOHPHQWLQJ ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP �&RQWLQXHG�

*

3URJUDP *RDOV

�&RQWLQXHG�

& HVWDEOLVK� PRQLWRU� DQG HQIRUFH DGHTXDWH VHFXULW\ UHTXLUHPHQWV WR SURWHFW

LQIRUPDWLRQ UHVRXUFHV IURP XQDXWKRUL]HG DFFHVV� XVH� PRGLILFDWLRQ� RU

GLVFORVXUH

& HQVXUH WKDW LQIRUPDWLRQ V\VWHPV VHFXULW\ SODQQLQJ UHTXLUHPHQWV DUH LQWHJUDWHG

LQWR WKH V\VWHP
V GHYHORSPHQW OLIH F\FOH PDQDJHPHQW SURFHVV

& PDLQWDLQ FRQWLQXLW\ RI RSHUDWLRQV E\ SUHYHQWLQJ RU PLQLPL]LQJ WKH LPSDFWV RI

HYHQWV WKDW LQWHUIHUH ZLWK QRUPDO LQIRUPDWLRQ UHVRXUFHV SURFHVVLQJ FDSDELOLWLHV

DQG PLVVLRQ FULWLFDO RSHUDWLRQV

& HQVXUH WKDW DSSURSULDWH UHVRXUFHV DUH DOORFDWHG WR ))$6 ,QIRUPDWLRQ 6\VWHPV

6HFXULW\ 3URJUDP LQFOXGLQJ SHUVRQQHO� WUDLQLQJ� DQG IXQGLQJ DV SDUW RI HDFK

$JHQF\
V LQIRUPDWLRQ WHFKQRORJ\ EXGJHW SURFHVV

& SURYLGH FRPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ WR DOO HPSOR\HHV DQG FRQWUDFWRUV

ZKR DUH LQYROYHG LQ PDQDJLQJ� RSHUDWLQJ� RU XVLQJ LQIRUPDWLRQ UHVRXUFHV�

+

'LVFLSOLQDU\

$FWLRQV

$Q\ SHUVRQ ZKR ZLOOIXOO\ RU NQRZLQJO\ YLRODWHV RU IDLOV WR FRPSO\ ZLWK WKH

SURYLVLRQV RI WKLV SROLF\ VKDOO EH VXEMHFW WR DSSURSULDWH GLVFLSOLQDU\ DFWLRQV� VXFK DV

VXVSHQVLRQ RU GLVPLVVDO�

$OO PDQDJHUV� VXSHUYLVRUV� DQG FRQWUDFWRUV VKDOO WDNH WKH QHFHVVDU\ GLVFLSOLQDU\

DFWLRQV DFFRUGLQJ WR VWDQGDUG SHUVRQQHO SURFHGXUHV DQG VKDOO QRWLI\ +5' DQG 2,*

LI UHTXLUHG�

$XWKRUL]HG SHUVRQQHO� VXFK DV GLUHFWRUV� FRQWUDFWLQJ RIILFHUV� LQIRUPDWLRQ V\VWHPV

VHFXULW\ RIILFLDOV� /$1 DGPLQLVWUDWRUV� DQG VXSHUYLVRUV� PD\ WDNH SRVVHVVLRQ RI DQ\

))$6�RZQHG LQIRUPDWLRQ UHVRXUFHV RU XQDXWKRUL]HG UHVRXUFHV DW WKH LQVWUXFWLRQ RI

DSSURSULDWH PDQDJHPHQW RIILFLDO RU OHJDO DXWKRULW\ WR H[DPLQH WKH FRQWHQWV IRU

YLRODWLRQV RI WKLV SROLF\ LQFOXGLQJ )HGHUDO ODZV DQG ))$6 DQG 86'$ SROLFLHV�

������ 3DJH �
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� $XWKRULWLHV

$

/HJLVODWLRQ 7KH IROORZLQJ ODZV� SROLFLHV� DQG JXLGHOLQHV DUH DSSOLFDEOH WR WKLV SROLF\�

& &RPSXWHU 6HFXULW\ $FW RI ���� �3XE� /� ��������

& &RPSXWHU )UDXG DQG $EXVH $FW RI ���� �3XE� /� �������

& )2,$ RI ���� �3XE� /� �������

& )HGHUDO 0DQDJHUV
 )LQDQFLDO ,QWHJULW\ $FW RI ���� �3XE� /� �������

& (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW RI ���� �3XE� /� �������

& 3ULYDF\ $FW RI ���� �3XE� /� �������� � 8�6�&� ���D� -XO\ ��� ����

& ([HFXWLYH 2UGHU ����� RI $SULO ��� ����� 6HFXULW\ 5HTXLUHPHQWV IRU

*RYHUQPHQW (PSOR\PHQW

& ([HFXWLYH 2UGHU ����� RI $SULO ��� ����� &ODVVLILHG 1DWLRQDO 6HFXULW\

,QIRUPDWLRQ

& &RS\ULJKW $FW ��� 8�6�&� ����

& 8�6� 2IILFH RI *RYHUQPHQW (WKLFV� 6WDQGDUGV RI (WKLFDO &RQGXFW IRU

(PSOR\HHV RI WKH ([HFXWLYH %UDQFK�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� $XWKRULWLHV �&RQWLQXHG�

%

20% &LUFXODUV

DQG %XOOHWLQV

7KH IROORZLQJ 20% &LUFXODUV DQG %XOOHWLQV DSSO\ WR WKLV SROLF\�

& 20% &LUFXODU $����� $SSHQGL[ ,,,

& 20% &LUFXODU $����

& 20% &LUFXODU $����

& 20% %XOOHWLQ ������

&

'HSDUWPHQWDO

5HJXODWLRQV

7KH IROORZLQJ 'HSDUWPHQW 5HJXODWLRQV DSSO\ WR WKLV SROLF\�

& 86'$ 'HSDUWPHQWDO 0DQXDO �'0� ������

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������� 'UDIW

& 86'$ '0 ������

& 86'$ '0 ������

& 86'$ '0 �������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������� 'UDIW

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������� 6HFWLRQ �� $SSHQGL[ ,

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ '5 ������

& 86'$ (PSOR\HH +DQGERRN� $SSHQGL[ ,

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �



1RWLFH ,50����

� $XWKRULWLHV �&RQWLQXHG�

'

2WKHU

$XWKRULWLHV

)ROORZLQJ DUH RWKHU DXWKRULWLHV WKDW DSSO\ WR WKLV SROLF\�

& 8QLRQ FRQWUDFWV DQG�RU DJUHHPHQWV

& 'HSDUWPHQW RI 6WDWH� )RUHLJQ $IIDLUV 0DQXDO �)$0�� �� )$0 ����

�,QIRUPDWLRQ 6HFXULW\�

& 'HSDUWPHQW RI 6WDWH� �� )$0 ���� �,QIRUPDWLRQ 6HFXULW\ 7HFKQRORJ\�

& 'HSDUWPHQW RI 6WDWH� %XUHDX RI 'LSORPDWLF 6HFXULW\� �6HFXULW\ 6WDQGDUGV

+DQGERRN�

& 'HSDUWPHQW RI 6WDWH &DEOH� �� 67$7( ������� �5HYLVHG 6WDQGDUGV IRU

6WRUDJH RI &ODVVLILHG 0DWHULDO�

& )HGHUDO ,QIRUPDWLRQ 3URFHVVLQJ 6WDQGDUGV DQG 1,67 VSHFLDO SXEOLFDWLRQV�

� 5HVSRQVLELOLWLHV

$

$JHQF\

$GPLQLVWUDWRUV

5HVSRQVLELOLWLHV

)6$� )$6� DQG 50$ $GPLQLVWUDWRUV VKDOO HVWDEOLVK DQG VXSSRUW D FRQVROLGDWHG

))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP WKDW HQVXUHV FRPSOLDQFH ZLWK

HVWDEOLVKHG DQG PDQGDWHG )HGHUDO ODZV DQG ))$6 DQG 86'$ SROLFLHV�

%

6,502

5HVSRQVLELOLWLHV

6,502 VKDOO�

& VWDII DQG IXQG ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP WR HQVXUH

FRPSOLDQFH ZLWK HVWDEOLVKHG DQG PDQGDWHG )HGHUDO ODZV DQG ))$6 DQG 86'$

SROLFLHV

& H[HUFLVH UHVSRQVLELOLW\ IRU PDQDJLQJ� EXGJHWLQJ� GLUHFWLQJ� DQG LPSOHPHQWLQJ

WKH SURJUDP ZLWK FRRSHUDWLRQ DQG VXSSRUW IURP DOO RIILFHV�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� 5HVSRQVLELOLWLHV �&RQWLQXHG�

&

'HSXW\

$GPLQLVWUDWRUV�

'LUHFWRUV�

0DQDJHUV� DQG

6XSHUYLVRUV

5HVSRQVLELOLWLHV

'HSXW\ DGPLQLVWUDWRUV� GLUHFWRUV� PDQDJHUV� DQG VXSHUYLVRUV VKDOO�

& LPSOHPHQW DQG HQIRUFH 86'$ DQG ))$6 LQIRUPDWLRQ V\VWHPV VHFXULW\ SROLFLHV

DQG SURFHGXUHV WR SURWHFW LQIRUPDWLRQ UHVRXUFHV ZLWKLQ WKHLU DUHDV RI

UHVSRQVLELOLW\

& PRQLWRU DQG UHSRUW RQ FRPSOLDQFH ZLWK )HGHUDO ODZV DQG ))$6 DQG 86'$

SROLFLHV

& DVVLVW LQ WKH GHYHORSPHQW DQG LPSOHPHQWDWLRQ RI D FRPSUHKHQVLYH ULVN

PDQDJHPHQW SURJUDP WR LGHQWLI\ DQG HYDOXDWH VHFXULW\ ULVNV DQG YXOQHUDELOLWLHV

& SURPRWH DQG VXSSRUW FRPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ IRU HPSOR\HHV DQG

FRQWUDFWRUV

& UHYLHZ SURSRVHG SURFXUHPHQW UHTXHVWV WR HQVXUH WKDW DGHTXDWH DQG

FRVW�HIIHFWLYH VHFXULW\ PHDVXUHV DQG VDIHJXDUGV DUH DGGUHVVHG

& SDUWLFLSDWH LQ LQWHUQDO DQG H[WHUQDO UHYLHZV DQG LQVSHFWLRQV WR�

& HQVXUH FRPSOLDQFH ZLWK HVWDEOLVKHG SROLFLHV DQG SURFHGXUHV

& PRQLWRU WKH FRUUHFWLRQ RI GHILFLHQFLHV LGHQWLILHG LQ DXGLWV DQG UHSRUWV

& LVVXH DSSURSULDWH LQVWUXFWLRQV QHHGHG WR LPSOHPHQW SURYLVLRQV RI

LQIRUPDWLRQ V\VWHPV VHFXULW\ SROLFLHV DQG VWDQGDUGV

& LQYHVWLJDWH DQG UHSRUW DOO VXVSHFWHG DQG DFWXDO FRPSXWHU YLUXVHV� LQFLGHQWV�

YLRODWLRQV� RU DWWHPSWV WR JDLQ XQDXWKRUL]HG DFFHVV WR LQIRUPDWLRQ UHVRXUFHV WR

DSSURSULDWH RIILFLDOV� VXFK DV WKH LPPHGLDWH VXSHUYLVRU� 6,502� WKH ORFDO

LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHU� WKH )HGHUDO 3URWHFWLYH 6HUYLFH �)36�� DQG

2,* LI UHTXLUHG�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH �
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� 5HVSRQVLELOLWLHV �&RQWLQXHG�

'

,QIRUPDWLRQ

6\VWHPV 6HFXULW\

3URJUDP

2IILFLDOV

5HVSRQVLELOLWLHV

,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP RIILFLDOV VKDOO�

& SURYLGH RYHUDOO PDQDJHPHQW� OHDGHUVKLS� DQG GLUHFWLRQ IRU WKH ))$6
,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP

& IRUPXODWH� FRRUGLQDWH� PDLQWDLQ� LPSOHPHQW� DQG HQIRUFH DSSURSULDWH VHFXULW\

SROLFLHV DQG VWDQGDUGV WR SURWHFW LQIRUPDWLRQ UHVRXUFHV IURP XQDXWKRUL]HG
DFFHVV DQG GLVFORVXUH

& PRQLWRU DQG UHSRUW RQ FRPSOLDQFH ZLWK )HGHUDO ODZV DQG ))$6 DQG 86'$

LQIRUPDWLRQ V\VWHPV VHFXULW\ SROLFLHV

& IRUPXODWH D FRPSUHKHQVLYH ULVN PDQDJHPHQW SURJUDP WR LGHQWLI\ DQG HYDOXDWH

VHFXULW\ ULVNV DQG YXOQHUDELOLWLHV

1RWH� 7KLV LQFOXGHV WKH GHYHORSPHQW DQG FRRUGLQDWLRQ RI VHQVLWLYH V\VWHPV

VHFXULW\ SODQV� FRQWLQJHQF\ SODQV� ULVN DVVHVVPHQWV� DQG WKH FHUWLILFDWLRQ

DQG DFFUHGLWDWLRQ RI VHQVLWLYH V\VWHPV�

& EH WKH SULQFLSDO SRLQW RI FRQWDFW RQ LQIRUPDWLRQ V\VWHPV VHFXULW\ DFWLYLWLHV ZLWK

WKH 'HSDUWPHQW� ))$6 PDQDJHPHQW RIILFLDOV� RWKHU )HGHUDO DJHQFLHV� DQG

LQGXVWU\

& GHYHORS DQG LPSOHPHQW D FRPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ SURJUDP IRU DOO

HPSOR\HHV DQG FRQWUDFWRUV

& VHUYH DV D PHPEHU RI WKH $JHQF\
V DFTXLVLWLRQ UHYLHZ WHDP WR HQVXUH WKDW
DGHTXDWH DQG FRVW�HIIHFWLYH VHFXULW\ UHTXLUHPHQWV DUH DGGUHVVHG

& SDUWLFLSDWH LQ LQWHUQDO DQG H[WHUQDO UHYLHZV� LQVSHFWLRQV� DQG DXGLWV WR HQVXUH

FRPSOLDQFH ZLWK )HGHUDO ODZV DQG ))$6 DQG 86'$ SROLFLHV

& PRQLWRU PDQDJHPHQW GHFLVLRQV IRU FRUUHFWLYH DFWLRQV RI GHILFLHQFLHV WKDW ZHUH

LGHQWLILHG LQ DXGLW UHSRUWV

& LQYHVWLJDWH DQG UHSRUW DOO VXVSHFWHG DQG DFWXDO FRPSXWHU YLUXVHV� LQFLGHQWV�

EUHDFKHV� DQG YLRODWLRQV WR DSSURSULDWH ))$6 DQG 86'$ RIILFLDOV� VXFK DV

6,502� 'HSDUWPHQWDO ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP 0DQDJHU� )36�

DQG 2,* LI UHTXLUHG

& IRUPXODWH� FRRUGLQDWH� DQG SXEOLVK WKH ))$6 $QQXDO ,QIRUPDWLRQ 5HVRXUFHV

0DQDJHPHQW 6HFXULW\ 3URJUDP 6WDWXV 5HSRUWV� 6HQVLWLYH 6\VWHPV 6HFXULW\

3ODQV� DQG WKH 6HFXULW\ 6WUDWHJLF 3ODQ�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH ��
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� 5HVSRQVLELOLWLHV �&RQWLQXHG�

(

/$1

$GPLQLVWUDWRUV

5HVSRQVLELOLWLHV

/$1 DGPLQLVWUDWRUV VKDOO�

& SODQ� LQVWDOO� RSHUDWH� DQG PDQDJH WKH GD\�WR�GD\ RSHUDWLRQV� VHFXULW\� DQG

PDLQWHQDQFH DFWLYLWLHV WR VDIHJXDUG DQG SURWHFW LQIRUPDWLRQ UHVRXUFHV IURP

WKHIW� GDPDJH� DQG XQDXWKRUL]HG DFFHVV

& PRQLWRU� UHSRUW� DQG PDLQWDLQ LQIRUPDWLRQ UHVRXUFHV WR LQFOXGH /$1 DQG RWKHU

FRPSXWLQJ HQYLURQPHQWV DQG DFFHVV E\�

& PRQLWRULQJ XVDJH� WUDIILF� DQG LQWUXGHU ORFNRXW FDSDELOLWLHV WR LGHQWLI\ DQ\

VXVSLFLRXV RU DWWHPSWHG LOOHJDO DFFHVV

& JHQHUDWLQJ RSHUDWLRQV DQG V\VWHPV DXGLW UHSRUWV DQG DXGLW WUDLOV WKDW OLVW

DSSURSULDWH LQIRUPDWLRQ DQG YLRODWLRQV

& DXWRPDWLFDOO\ VXVSHQGLQJ XVHU LGHQWLILFDWLRQ FRGHV WKDW KDYH EHHQ LQDFWLYH

IRU �� FDOHQGDU GD\V

& PDQDJH DQG LPSOHPHQW DSSURSULDWH /$1 DQG FRPSXWHU WHFKQRORJ\ SUDFWLFHV LQ

FRQMXQFWLRQ ZLWK WKH ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP SROLFLHV DQG

VWDQGDUGV LQFOXGLQJ�

& DGGLQJ� XSGDWLQJ� DQG GHOHWLQJ XVHUV IURP YDULRXV FRPSXWLQJ HQYLURQPHQWV

& UHVHWWLQJ SDVVZRUGV IRU XVHUV

& ZRUN FORVHO\ ZLWK WKH LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHUV LQ UHYLHZLQJ�

HYDOXDWLQJ� DQG UHFRPPHQGLQJ DSSURSULDWH LQIRUPDWLRQ V\VWHPV VHFXULW\

PHDVXUHV DQG VDIHJXDUGV WR SURWHFW LQIRUPDWLRQ UHVRXUFHV IURP XQDXWKRUL]HG

DFFHVV� XVH� DQG GLVFORVXUH

& UHSRUW DOO VXVSHFWHG DQG DFWXDO YLUXVHV� EUHDFKHV� LQFLGHQWV� YLRODWLRQV� RU

DWWHPSWV WR JDLQ XQDXWKRUL]HG DFFHVV RU PLVXVH RI DQ\ UHVRXUFH LQ WKH /$1

DGPLQLVWUDWRU
V DUHDV RI UHVSRQVLELOLW\ WR DSSURSULDWH RIILFLDOV� VXFK DV WKH

LPPHGLDWH VXSHUYLVRU� 6,502� LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHU� )36� DQG

2,* LI UHTXLUHG�

&RQWLQXHG RQ WKH QH[W SDJH

������ 3DJH ��
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� 5HVSRQVLELOLWLHV �&RQWLQXHG�

)

8VHUV DQG

&RQWUDFWRUV

5HVSRQVLELOLWLHV

8VHUV DQG FRQWUDFWRUV VKDOO�

& UHTXHVW DSSURSULDWH FRPSXWLQJ HQYLURQPHQWV DFFHVV DXWKRUL]DWLRQ IURP WKHLU

LPPHGLDWH VXSHUYLVRU RU RYHUVLJKW PDQDJHU E\ FRPSOHWLQJ WKH DSSURSULDWH

UHTXHVW IRUPV

& HQVXUH WKDW XVHU LGHQWLILFDWLRQ FRGHV DQG SDVVZRUGV DUH KHOG LQ VWULFW

FRQILGHQFH DQG SURSHUO\ VDIHJXDUGHG IURP XQDXWKRUL]HG DFFHVV� XVH� DQG

GLVFORVXUH

& XQGHUVWDQG DQG FRPSO\ ZLWK DOO VHFXULW\ UHTXLUHPHQWV SHUWDLQLQJ WR )HGHUDO

ODZV DQG ))$6 DQG 86'$ SROLFLHV

& UHIUDLQ IURP H[SORLWLQJ DQ\ KDUGZDUH� VRIWZDUH� FRPPXQLFDWLRQV� RU $,6

ZHDNQHVV� VXFK DV LQWHQWLRQDOO\ PRGLI\LQJ� GHVWUR\LQJ� UHDGLQJ� RU WUDQVIHUULQJ

GDWD DQG LQIRUPDWLRQ LQ DQ XQDXWKRUL]HG PDQQHU

& SURYLGH FRUUHFW XVHU LGHQWLILFDWLRQ FRGHV DQG XVH RQO\ DSSURYHG DQG DXWKRUL]HG

FRPSXWLQJ HQYLURQPHQWV� HTXLSPHQW� $,6� GDWD� DQG LQIRUPDWLRQ UHVRXUFHV IRU

RIILFLDO XVH RQO\ DV DXWKRUL]HG E\ WKH LPPHGLDWH VXSHUYLVRU

& VHFXUH DQG ORJ RII IURP DQ\ FRPSXWLQJ HQYLURQPHQW ZKHQ SURFHVVLQJ LV

FRPSOHWHG

1RWH� $OZD\V ORJ RII DW WKH HQG RI WKH ZRUNGD\�

& SHUIRUP UHJXODU EDFNXSV RI GDWD� VRIWZDUH� DSSOLFDWLRQV� DQG LQIRUPDWLRQ RQ

FRPSXWHU UHVRXUFHV XVLQJ WKH IL[HG GLVN GULYH� WDSHV� DQG GLVNHWWHV IRU GLVDVWHU

UHFRYHU\ SXUSRVHV

& UHIUDLQ IURP LQWURGXFLQJ DQ\ XQDXWKRUL]HG RU XQVFDQQHG VRIWZDUH� GDWD�

KDUGZDUH RU WHOHFRPPXQLFDWLRQ GHYLFHV RU PRGLI\LQJ DQ\ FRQILJXUDWLRQV

ZLWKRXW SURSHU DSSURYDO IURP 6,502

& UHSRUW DQ\ REVHUYHG RU VXVSHFWHG FRPSXWHU VHFXULW\ YLUXV� LQFLGHQW� EUHDFK� RU

YLRODWLRQ WR WKH LPPHGLDWH VXSHUYLVRU DQG ORFDO LQIRUPDWLRQ V\VWHPV VHFXULW\

RIILFHU IRU DSSURSULDWH LQYHVWLJDWLRQ�

&RQWLQXHG RQ WKH QH[W SDJH
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� 5HVSRQVLELOLWLHV �&RQWLQXHG�

*

)DFLOLW\

0DQDJHUV

5HVSRQVLELOLWLHV

)DFLOLW\ PDQDJHUV RI $'3 DQG ,50 HTXLSPHQW� IDFLOLWLHV� DQG LQIRUPDWLRQ

UHVRXUFHV VKDOO�

& FRQGXFW ULVN DQDO\VHV DQG LQVSHFWLRQV WR LGHQWLI\ DQG HYDOXDWH ULVNV DQG

YXOQHUDELOLWLHV

& PDQDJH GDLO\ $'3 DQG ,50 HTXLSPHQW� IDFLOLWLHV� DQG LQIRUPDWLRQ UHVRXUFHV

LQFOXGLQJ LQIRUPDWLRQ V\VWHPV VHFXULW\ DQG SK\VLFDO VHFXULW\ RSHUDWLRQV WKDW�

& SURYLGH DSSURSULDWH SK\VLFDO DFFHVV FRQWUROV WR FRPSXWHU URRPV� IDFLOLW\

HQWUDQFHV� DQG H[LWV

1RWH� $OORZ RQO\ DXWKRUL]HG SHUVRQQHO WR HQWHU WKH IDFLOLW\ DQG PDLQWDLQ

SURSHU ORJV RI DXWKRUL]HG YLVLWRUV�

& SURYLGH DSSURSULDWH VHFXULW\ LQIRUPDWLRQ� UHSRUWV� DQG HYDOXDWLRQV DERXW

WKH IDFLOLW\ WR PDQDJHPHQW RIILFLDOV� LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHUV�

DQG FXVWRPHUV

& IRUPXODWH� FRRUGLQDWH� DQG VXEPLW )DFLOLW\ 6HQVLWLYH 6\VWHPV 6HFXULW\ 3ODQ WR

WKH ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP 0DQDJHU

& IRUPXODWH� WHVW� DQG PDLQWDLQ FRQWLQJHQF\ DQG GLVDVWHU UHFRYHU\ SURFHGXUHV DQG

SODQV

& ZRUN FORVHO\ ZLWK WKH LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHUV LQ UHYLHZLQJ�

HYDOXDWLQJ� DQG UHFRPPHQGLQJ DSSURSULDWH FRPSXWHU VHFXULW\ PHDVXUHV DQG

VDIHJXDUGV WR SURWHFW LQIRUPDWLRQ UHVRXUFHV IURP XQDXWKRUL]HG DFFHVV� XVH� DQG

GLVFORVXUH

& UHSRUW DOO VXVSHFWHG DQG DFWXDO YLUXVHV� EUHDFKHV� LQFLGHQWV� YLRODWLRQV� RU

DWWHPSWV WR JDLQ XQDXWKRUL]HG DFFHVV RU PLVXVH RI DQ\ UHVRXUFH LQ WKH IDFLOLW\

PDQDJHU
V DUHD RI UHVSRQVLELOLW\ WR DSSURSULDWH RIILFLDOV� VXFK DV WKH LPPHGLDWH

VXSHUYLVRU� 6,502� LQIRUPDWLRQ V\VWHPV VHFXULW\ RIILFHU� )36� RU 2,* LI

UHTXLUHG�
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� 0LQLPXP 6HFXULW\ &RQWUROV

$

&DWHJRULHV RI

&RQWUROV

7KH PLQLPXP VHFXULW\ FRQWUROV FDQ EH GLYLGHG LQWR WKH IROORZLQJ � FDWHJRULHV�

& SK\VLFDO VHFXULW\

& WHFKQLFDO VHFXULW\

& DGPLQLVWUDWLYH VHFXULW\�

7KH ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP VKDOO LQWHJUDWH D FRPELQDWLRQ RI

WKHVH LQIRUPDWLRQ V\VWHPV VHFXULW\ FRQWUROV LQWR D FRPSUHKHQVLYH SURJUDP WR

SURWHFW LQIRUPDWLRQ UHVRXUFHV IURP XQDXWKRUL]HG DFFHVV� XVH� DQG GLVFORVXUH�

$W D PLQLPXP� WKH ))$6 ,QIRUPDWLRQ 6\VWHPV 6HFXULW\ 3URJUDP LQFOXGHV WKH VHW

RI VHFXULW\ FRQWUROV HVWDEOLVKHG E\�

& 20% &LUFXODU $����� $SSHQGL[ ,,,

& 86'$ '5 ������

& &RPSXWHU 6HFXULW\ $FW RI �����

&RQWLQXHG RQ WKH QH[W SDJH
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� 0LQLPXP 6HFXULW\ &RQWUROV �&RQWLQXHG�

%

3K\VLFDO 6HFXULW\ 3K\VLFDO VHFXULW\ LV FRQFHUQHG ZLWK WKH PHDVXUHV GHVLJQHG WR�

& SUHYHQW XQDXWKRUL]HG SK\VLFDO DFFHVV WR HTXLSPHQW� IDFLOLWLHV� PDWHULDO�

LQIRUPDWLRQ� DQG GRFXPHQWV

& VDIHJXDUG WKHP DJDLQVW HVSLRQDJH� VDERWDJH� GDPDJH� WDPSHULQJ� WKHIW� DQG

RWKHU FRYHUW DFWV�

+DUGZDUH� VRIWZDUH� WHOHFRPPXQLFDWLRQV� GRFXPHQWDWLRQ� DQG DOO VHQVLWLYH

LQIRUPDWLRQ KDQGOHG E\ $,6 VKDOO EH DGHTXDWHO\ SURWHFWHG WR SUHYHQW XQDXWKRUL]HG

DFFHVV� XVH� PRGLILFDWLRQ� GLVFORVXUH� RU GHVWUXFWLRQ� %HIRUH FRQGXFWLQJ VHQVLWLYH

RSHUDWLRQV DW DQ\ ORFDWLRQ� VHFXULW\ SODQQLQJ PXVW FRQVLGHU SK\VLFDO VHFXULW\ DQG

LQIRUPDWLRQ V\VWHPV VHFXULW\ DV SDUW RI WKH DFFUHGLWDWLRQ SURFHVV�

)ROORZLQJ DUH W\SHV RI SK\VLFDO VHFXULW\�

7\SH 'HVFULSWLRQ

)DFLOLW\ 6HFXULW\ 6HFXULW\ UHTXLUHPHQWV IRU FRPSXWHU IDFLOLWLHV VKDOO LQFOXGH SK\VLFDO

FRQVWUXFWLRQ� ILUH SURWHFWLRQ� DFFHVV FRQWUROV� DQG HQYLURQPHQWDO FRQWUROV�

$SSURSULDWH IDFLOLW\ VHFXULW\ PHDVXUHV VKDOO EH GHYHORSHG DQG LPSOHPHQWHG

EDVHG RQ WKH OHYHO RI ULVN WR WKH FRPSXWHU DQG LQIRUPDWLRQ UHVRXUFHV DV

LGHQWLILHG E\ D ULVN DQDO\VLV UHSRUW�

(QYLURQPHQWDO 2IILFH DUHDV WKDW VXSSRUW GHVNWRS HTXLSPHQW VKDOO KDYH HQYLURQPHQWDO

6HFXULW\ FRQWUROV VSHFLILHG IRU KXPDQ VDIHW\ DQG FRPIRUW� )DFLOLWLHV VXSSRUWLQJ ODUJH

VFDOH RSHUDWLRQV DQG WHOHFRPPXQLFDWLRQV IDFLOLWLHV PD\ UHTXLUH DGGLWLRQDO

SK\VLFDO� HOHFWULFDO� WHPSHUDWXUH� DQG KXPLGLW\ FRQWUROV� VXFK DV ILUH

VXSSUHVVLRQ V\VWHPV� XQLQWHUUXSWHG SRZHU VXSSO\� DLU FRQGLWLRQLQJ DQG ZDWHU

KD]DUG GHWHFWLRQ V\VWHPV WR HQVXUH WKH FRQWLQXLW\ RI RSHUDWLRQV IRU IDFLOLWLHV

DQG HTXLSPHQW�

&RQWLQXHG RQ WKH QH[W SDJH
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� 0LQLPXP 6HFXULW\ &RQWUROV �&RQWLQXHG�

&

7HFKQLFDO

6HFXULW\

7HFKQLFDO VHFXULW\ LV WKH GHVLJQ RI $,6 WKDW SURFHVV� VWRUH� RU WUDQVPLW VHQVLWLYH

LQIRUPDWLRQ WKDW PXVW LQFOXGH DW D PLQLPXP WKH DXWRPDWHG VHFXULW\ IHDWXUHV

LQVWDOOHG XVLQJ VWDQGDUG KDUGZDUH� VRIWZDUH� DQG FRPPXQLFDWLRQV FDSDELOLWLHV�

)ROORZLQJ DUH W\SHV RI WHFKQLFDO VHFXULW\�

7\SH 'HVFULSWLRQ

8VHU ,GHQWLILFDWLRQ &RGH DQG 8VHU DFFHVV VKDOO EH FRQWUROOHG DQG OLPLWHG EDVHG RQ SRVLWLYH XVHU

3DVVZRUG LGHQWLILFDWLRQ� SDVVZRUG� DQG DXWKHQWLFDWLRQ PHFKDQLVPV WKDW VXSSRUW

WKH PLQLPXP UHTXLUHPHQWV RI DFFHVV FRQWURO� OHDVW SULYLOHJH� DQG

V\VWHP LQWHJULW\�

$XWKHQWLFDWLRQ $XWKHQWLFDWLRQ FRQWUROV WR YHULI\ WKH LGHQWLW\ RI HDFK XVHU PD\ EH D

SUHUHTXLVLWH WR $,6 DFFHVV� 7KH SUHIHUUHG PHWKRG IRU YHULI\LQJ XVHUV

LV D SDVVZRUG V\VWHP ZKHUH DXWKHQWLFDWLRQ LV GRQH HDFK WLPH WKH

SDVVZRUG LV XVHG�

$XGLW 5HFRUGV $,6 WUDQVDFWLRQV DUH VXEMHFW WR UHFRUGLQJ DQG UHYLHZLQJ IRU

LQDSSURSULDWH RU LOOHJDO DFWLYLW\� $XGLW WUDLOV PXVW EH VXIILFLHQW LQ

GHWDLO WR IDFLOLWDWH UHFRQVWUXFWLRQ RI HYHQWV LI FRPSURPLVH RU

PDOIXQFWLRQ RFFXUV�

1HWZRUN &RQQHFWLRQV 7HOHFRPPXQLFDWLRQV FRQQHFWLRQV EHWZHHQ ))$6 DQG QRQ�))$6

QHWZRUNV� SXEOLF� DQG SULYDWH PXVW EH DXWKRUL]HG E\ 6,502�

))$6 RSHUDWLQJ SROLF\ UHTXLUHV WKDW DQ\ DFFHVV WR WKH ,QWHUQHW

VHUYLFHV EH SURYLGHG WKURXJK DSSURYHG JDWHZD\V�

&RQWLQXHG RQ WKH QH[W SDJH
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� 0LQLPXP 6HFXULW\ &RQWUROV �&RQWLQXHG�

'

$GPLQLVWUDWLYH

6HFXULW\

$GPLQLVWUDWLYH VHFXULW\ FRQVLVWV RI DXWRPDWHG DQG PDQXDO FRQWUROV DQG RSHUDWLRQDO

SURFHGXUHV XVHG ZLWK RU LQ SODFH RI FRPSXWHU VHFXULW\ IHDWXUHV� $GPLQLVWUDWLYH

VHFXULW\ FRQWUROV PXVW EH GRFXPHQWHG LQ WKH 6HQVLWLYH 6\VWHPV 6HFXULW\ 3ODQ�

)ROORZLQJ DUH W\SHV RI DGPLQLVWUDWLYH VHFXULW\�

7\SH 'HVFULSWLRQ

$FFRXQWDELOLW\ DQG 6HFXULW\ DFFHVV FRQWURO FULWHULD DQG DGPLQLVWUDWLYH SURFHGXUHV PXVW EH

$FFHVV &RQWURO HVWDEOLVKHG WR OLPLW DXWKRUL]HG XVHUV DFFHVV WR LQIRUPDWLRQ SURFHVVHG� VWRUHG� RU

&ULWHULD WUDQVPLWWHG LQFOXGLQJ VHQVLWLYH $,6�

3HUVRQQHO ))$6 SHUVRQQHO DQG FRQWUDFWRUV HQWUXVWHG ZLWK WKH PDQDJHPHQW� RSHUDWLRQ�

PDLQWHQDQFH� RU XVH RI FRPSXWHU UHVRXUFHV DQG VHQVLWLYH LQIRUPDWLRQ VKDOO KDYH

WKH UHTXLUHG DSSURSULDWH PDQDJHPHQW DSSURYDOV DQG VHFXULW\ FOHDUDQFHV�

5LVN 0DQDJHPHQW ))$6 VKDOO LPSOHPHQW D SURFHVV IRU LGHQWLI\LQJ� PHDVXULQJ� FRQWUROOLQJ� DQG

UHGXFLQJ VHFXULW\ ULVNV WR LQIRUPDWLRQ WHFKQRORJ\ UHVRXUFHV DQG VHQVLWLYH

LQIRUPDWLRQ� 7KLV LQFOXGHV D�

& ULVN DQDO\VLV WR LGHQWLI\ DQG DQDO\]H WKUHDWV� YXOQHUDELOLWLHV� DQG WKH

HIIHFWLYHQHVV RI FXUUHQW RU SURSRVHG VDIHJXDUGV

& FRVW�EHQHILW DQDO\VLV� ZKLFK GHWHUPLQH WKH UHODWLYH YDOXH RI WKH UHVRXUFH WR

WKH FRVW RI VHFXULW\ PHDVXUHV

& PDQDJHPHQW GHFLVLRQ WR LPSOHPHQW VHOHFWHG VDIHJXDUGV EDVHG RQ WKH ULVN

DQDO\VLV UHSRUW� LQFOXGLQJ DFFHSWLQJ UHVLGXDO ULVNV�

,QVSHFWLRQV DQG $OO LQIRUPDWLRQ UHVRXUFHV VKDOO EH SHULRGLFDOO\ LQVSHFWHG DQG UHYLHZHG WR HQVXUH

5HYLHZV WKDW PDQDJHPHQW� RSHUDWLRQV� SHUVRQQHO� DQG VHFXULW\ PHDVXUHV� FRQWUROV� DQG

VDIHJXDUGV DUH IXQFWLRQLQJ SURSHUO\� 7KH W\SH RI LQVSHFWLRQ DQG UHYLHZ VKDOO EH

FRPPHQVXUDWH ZLWK WKH W\SH RI ULVN DFFHSWDEOH WR PDQDJHPHQW RIILFLDOV�

&RQWLQXHG RQ WKH QH[W SDJH
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� 0LQLPXP 6HFXULW\ &RQWUROV �&RQWLQXHG�

'

$GPLQLVWUDWLYH

6HFXULW\

�&RQWLQXHG�

7\SH 'HVFULSWLRQ

&RQWLQJHQF\ ))$6 JHQHUDO VXSSRUW V\VWHPV DQG PDMRU DSSOLFDWLRQV VKDOO KDYH YLDEOH DQG

3ODQQLQJ ORJLFDO 'LVDVWHU 5HFRYHU\ DQG &RQWLQJHQF\ 2SHUDWLRQV 3ODQV� 7KHVH SODQV VKDOO

EH URXWLQHO\ UHYLHZHG� WHVWHG� DQG XSGDWHG WR�

& PLQLPL]H GDPDJH DQG GLVUXSWLRQ FDXVHG E\ XQGHVLUDEOH HYHQWV

& SURYLGH IRU FRQWLQXHG SHUIRUPDQFH RI HVVHQWLDO $,6 DQG FRPSXWHU

SURFHVVLQJ RSHUDWLRQV� VHUYLFHV� DQG PLVVLRQ FULWLFDO IXQFWLRQV�

$FFUHGLWDWLRQ $FFUHGLWDWLRQ LV DQ DFFHSWDEOH OHYHO RI ULVN IRU ZKLFK PDQDJHPHQW RIILFLDOV KDYH

IRUPDOO\ DVVXPHG UHVSRQVLELOLW\� 7KH DFFUHGLWDWLRQ SURFHVV VKDOO HQVXUH WKDW

DGHTXDWH DQG FRVW�HIIHFWLYH VHFXULW\ PHDVXUHV DQG FRQWUROV KDYH EHHQ GHVLJQHG�

WHVWHG� DQG LPSOHPHQWHG LQWR VHQVLWLYH $,6� /$1 DQG FRPSXWHU IDFLOLWLHV�

(YHU\ VHQVLWLYH $,6 FRYHUHG E\ WKLV SROLF\ PXVW EH UHDFFUHGLWHG HYHU\ � \HDUV�

(GXFDWLRQ DQG (GXFDWLRQ DQG WUDLQLQJ FRPSULVH NH\ HOHPHQWV LQ WKH ))$6 ,QIRUPDWLRQ

7UDLQLQJ 6\VWHPV 6HFXULW\ 3URJUDP� &RPSXWHU VHFXULW\ DZDUHQHVV WUDLQLQJ VKDOO EH

PDQGDWRU\ IRU DOO HPSOR\HHV DQG FRQWUDFWRUV ZKR DUH LQYROYHG LQ WKH

PDQDJHPHQW� XVH� RU RSHUDWLRQ RI $,6�

6HQVLWLYH 6\VWHPV 6HQVLWLYH 6\VWHPV 6HFXULW\ 3ODQV PXVW VKRZ KRZ WKH V\VWHP PDQDJHU RU RZQHU

6HFXULW\ 3ODQV RI GDWD LV SODQQLQJ WR SURWHFW DQG VDIHJXDUG $,6� GDWD� DQG LQIRUPDWLRQ

SURFHVVLQJ FDSDELOLWLHV IURP ORVV� PLVXVH� XQDXWKRUL]HG DFFHVV� DQG

PRGLILFDWLRQ� (DFK SODQ PXVW DGGUHVV GLVDVWHU DQG UHFRYHU\ FDSDELOLWLHV� 7KHVH

SODQV DUH SDUW RI WKH DFFUHGLWDWLRQ SURFHVV IRU JHQHUDO VXSSRUW V\VWHPV DQG

PDMRU DSSOLFDWLRQV�

(

2EVROHWH 1RWLFH 1RWLFH ,50���� LV REVROHWH�

������ 3DJH ��


