UNITED STATESDEPARTMENT OF AGRICULTURE _
Farm Service Agency Notice IRM-356
Washington, DC 20250

For: FSA Employees and Contractors

Security Awareness Training Requirements

Approved by: Deputy Administrator, Management

W&L

1 Overview

A Background

Annual security awareness training is mandated by the following:

Federal Information Security Management Act

Office of Management and Budget Circular A-130, Appendix |11
USDA Departmental Regulation 3140-1

6-IRM.

Annually FSA isrequired to provide training to all permanent and temporary employees,
contractors, and others who have access to government computer systems. The Office of
Personnel Management published final rules in the June 14, 2004, Federal Register
concerning the obligations of federal agencies to train employees on information technology
Security.

The USDA Service Center agencies developed online computer security awareness training
in conjunction with the USDA Office of the Chief Information Officer. Thisonline training
has been designed to be taken by all usersto:

e ensure the consistency of the training across the Service Center agencies
e provide accountability for the training.

B Purpose
This notice:
e explains the security awareness requirements
e provides guidance to complete training for FY 2004
e provides guidance for employees and contractors
e provides contact information.
Disposal Date Distribution
October 1, 2005 All FSA employees and contractors; State Offices
relay to County Offices
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Notice IRM-356

1 Overview (Continued)

C Manager, Supervisor, and COTR Responsibility

All FSA managers, supervisors, and COTR’s shall ensure that all employees and contractors:

have completed the required Security Awareness Training by September 28, 2004

hired after September 28, 2004, complete the security awareness training requirements
within 14 business days of their start date.

2 Employee Action

A Accessto Aglearn

All employees shall access the AgLearn homepage at http://www.aglear n.usda.gov to
complete the security awareness training.

Employees are required to have a USDA eAuthentication Employee Account (user ID and
password) to access training provided through AgLearn. Employees who do not have an
account shall establish an eAuthentication user 1D and password according to Notice
IRM-355. This notice is available on the Internet from the FFAS Notices Web site at
http://www.fsa.usda.gov/dam/for ms/notices.asp.

B Accessing Security Awareness Training From AgLearn

Employees shall access the security awareness training according to this table.

Step

Action

1

Access the AgLearn homepage according to subparagraph A and click on the " Student
Login" button.

2

Click " Continue" on the Warning screen to access the eAuthentication Login screen.
Enter user ID and password and click " Login" .

w

Select " Catalog" fromthe list of items on the left side of the screen.

On the "Component Type" dropdown menu, select "Web Based." In"Title
Contains." block, ENTER "USDA Security".

The" USDA Security Literacy & Basics— FY 2004" course should appear.
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B Accessing Security Awareness Training From AgL earn (Continued)

Employee Action (Continued)

Notice IRM-356

Action

Click " Add to Development Plan". The" Student Development Plan" Screen will be
displayed. See subparagraph C.

Click " Launch" under the "Status" heading located to the right of thetitle" USDA
Cyber Security Literacy and Basics FY 2004" .

If the Security Certificate Warning Screen is displayed, click " Yes' to accept the

security certificate. Following is an example of the screen.

Warning - Security

"

|

Do youwant to accept the certificate from web site "aglearn.usda.goy" for the

purpose of exchanging encrypted infarmation?

Fublisher authenticity verified by: “VetiSign, Inc.

/% The secutity cetificate was issued by a company that is not trusted
=F Y

% The security certificate has not expired and is still valid.

Caution: "aglearn.usda.gov' asserts that this content is safe. You should only
accept this content ifyou trust "aglearn.usda.goy' to make that assertion.

Maore Details

| Yes H Ho || Always ‘

=== = BN ni cn eas

I A B LB wh cnae e

Employee will now be within the Security Literacy Basics Course. Complete each
topic and assessment according to theinstructions provided within the cour se.

Note: Employees are encouraged to print the completion certificate and retain a copy for
their records. Do not submit the certificate to management or the Information Security
Office, unless requested. The Information Security Office will receive reports directly

2
Step
6
7
8
9
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from the AgLearn system.
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Notice IRM-356
2 Employee Action (Continued)

C Exampleof AgLearn Student Access Screen

Following is an example of the AgLearn Student Access Screen.

3 AgLearn Student Access - Microsoft Internet Explorer i =
File Edit Wiew Fawvorites Tools  Help | 1','
& Back -~ 3 - [x] [ .\J | ) Search <7 Favorites @ Media £ | [ g -~ [J

Address I@ https:ffaglearn.usda, govipwsfusdaduthenticate Student . do j G0 | Links **

USDA United States Department of Agriculture

2l Aglearn

Learning

|Student Development Plan

r Component Requesls

Home | About Aglearn | Help | ContactUs | Logout
N~~~

The Development Plan provides a list of all available components specific to your learning needs and
your current enrollment. To view your current enrollment, select Carrent Enrollment from the

Learning Records Filter drop-down menu.
I Learning Hist
g History Filter: [Companent =l
Shaonning
¢ Catalog Component Title Req. Date R®9  sgiatus

Student Info to Type
L USDA Security Literacy and Basics FY 2004 £/9,/2004 Requireq Delete
b Student Information d USDA-CYBEERSECURITY-FY J2004

12:00:00 AM Eastern Standard Time)

b Aegicnal Settings - =
«| | o] 4] |

Aglearn, USDe, gow | USDA.gow | Accessibility Staternent | Privacy Policy | Hon-Discrimination Statement

& [ [ |3 | mnternet
dsat| S GEEE© Msv. | @l [Bzme. ke, | Quinz. |[@ L HHBE0 a5 m

D Deadlinefor Completing Training

All FSA employees (except County and State Committee Members) must complete the
required Security Awareness Training by September 28, 2004.
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Notice IRM-356
2 Employee Action (Continued)
E Contactsand Additional Information

Direct Security Awareness Training policy questions to the FSA Information Security Office
by e-mail to Security@kcc.usda.gov or telephone at 816-926-6537.

See Notice IRM-355 for eAuthentication questions and assistance.
For guidance or assistance with AgLearn:
e clickthe" Help" option available on each of the AgLearn pages

e accessthe AgLearn Student Reference Guide at
https://aglearn.usda.gov/student_ref.pdf

e click the" Contact Us' option for FSA contact information.
3 Contractorsand Others With Accessto Government Computer Systems
A Accessing Security Awareness Training
Contractors and others shall access Security Awareness Training at the following location,
http://www.info.usda.gov/egovtraining/securitytraining.html. Follow instructions on the
page to complete the training. This site is not password protected. Review each topic,
complete each assessment, and certify course completion.

B Completing Security Awareness Training

Complete the Security Awareness Training according to this table.

Step Action

Access the web site according to subparagraph A.

Click " Start the online training" .

Select " Security Literacy and Basics'.

Review each topic.

Complete the assessment. A score of 70 percent must be achieved.

OB |W[IN]|F-

After achieving a passing score, complete the certification form. If the form is not
completed, credit will not be received for completing the training.

Note: Contractors and others are encouraged to print the completion certificate and
retain a copy for their records. Do not submit the certificate to management
or the Information Security Office, unless requested. The Information Security

Office will receive reports directly from the system.
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Notice IRM-356

3 Contractorsand Others With Accessto Government Computer Systems (Continued)

C Example of Security Awareness Training Screen

Following is an example of the IT Security Awareness Screen.

File Edit View Favaorites Tools Help

3 IT Security Awareness Training - 2004 - Microsoft Internet Explorer |- ll

i/
| &

PR REERAP

Favarites @8 Media 1 | [0+ -

Address I@j http:ffemen.info usda,gov,/egovtraining/securibytraining, html j a Go ‘ Links >
% uniep states peparmMenT of acricuure . OSERVICE CENTER AGENCIES eGOVERNMENT T

USDA.gow Home Page | eGouernmen tHome | FSAHeme | MRCS Home | RD Heme |

@: Computer Awareness Security Training - 2004

IT SECURITY AWARENESS TRAINING

u} Computer Security Awareness Instructions
Annual security awareness training is mandated by the Federal Information Security
Managerment Act (FISMA), the Office of Management and Budaget (OMB) Circular A-130,
and the WSDA Departmental Regulation 3140-1, Each vear the agency is required to
provide training to all federal employees, partners, volunteers, contractors, and others
whao have access to USDA computer systems and LSDA telecommunications.

For fiscal year 2004, employees, partners, volunteers, contractors, and others are
required to complete the "Security Literacy and Basics” online course, pass the
assessment, and document completion of the process,

Step 1. Take the “Security Literacy and Basics" Online Training

Take the "Security Literagyard Basics” online training course.

Step 2. Complete the 5&tm

Once you have completed the online course modules, complete the Assessment within
the training course. You must receive a score of 70% to receive credit for completion, ;I

Start the online training

‘@_1 Done

[ |4 mternet

distart| AFE RO WEC Eam. -| @Novell..‘l &3t~ _}K:\PRI..‘l =2 winZi... | DI BB LE 4z20m

D Deadlinefor Completing Training

8-27-04

All contractors and others shall complete the required Security Awareness Training by

September 28, 2004.

Contact Information

Direct Security Awareness Training policy questions to the FSA Information Security Office
by e-mail to Security@kcc.usda.gov or telephone to 816-926-6537.

If difficulties are encountered accessing the webpage, contact the Centralized Help Desk by
telephone at 800-457-3642 or e-mail to CHD@stl.rural.usda.gov.
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