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1  Overview 

 
A Background 
 

FSA has several forms for granting privileges to access IT systems over which FSA has 
authority. 
 
In FY 2006, FSA had an independent audit review by PricewaterhouseCoopers (PwC) that 
determined that improvements could be made in security access request processes and training.  
FSA is required to address the issues raised by PwC about security access request procedures and 
forms.  FSA management and the Information Security Office (ISO) determined that ISO would: 
 
• review current procedures and forms used in FSA’s processes for collecting, processing, and 

controlling information security access requests 
 
• improve security access requests procedures.  
 
This notice will affect all information security access requests for all FSA employees and 
contractors. 
 
All managers (supervisors and Contracting Officer’s Technical Representatives (COTR’s)) 
have a significant responsibility to ensure that: 
 
• procedures are followed 
• forms are filled out completely and returned to the correct offices. 

 
 
 
 
 
 
Disposal Date 
 
October 1, 2007 

Distribution 
 
All FSA employees and contractors; State Offices 
relay to County Offices 
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1  Overview (Continued) 
 
B Purpose 
 

This notice provides procedures and forms for requesting computer security access privileges, 
granted by or through ISO (who oversees Information Security Operation Support (ISOS)), to all 
systems that all FSA employees, contract employees, and partners (collectively referred to as 
“user”, “requester”, and “individual”) may need in the performance of their duties.  Users must 
comply with these procedures in addition to all other applicable Federal, USDA, FSA, and OCIO 
ITS requirements. 
 

C   Sources of Authority 
 

The sources of authority are: 
 
• 6-IRM 
 
• Notice IRM-367 

 
• Notice IRM-370  
 
• USDA Cyber Security Manual Series 3500 and associated Cyber Security guidance 

 
• USDA Administrative Bulletin Departmental Regulation (DR) 3602-001, OCIO-ITS 

Security Policy Manual 
 
• 2-PM 
 
• 27-PM. 

 
2  Responsibilities 

 
A Supervisor/COTR Responsibilities 

 
It is the responsibility of each supervisor/COTR, who is signing FSA-13-A (Exhibit 1), to 
determine who should be granted access privileges to electronic record systems, and to: 
 
• confirm that the individual has signed FSA-13 
 
• complete and submit FSA-13-A to the Security Liaison Representative (SLR)/FSA ISOS 
 
• confirm that a background check has been requested from Human Resources (according 

to 2-PM and 27-PM) to SLR/ISOS 
 
• confirm that the individual has completed the Initial Security Awareness Training to the 

SLR/ISOS 
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2  Responsibilities (Continued) 
 

A Supervisor/COTR Responsibilities (Continued) 
 
• submit FSA-13-A beforehand, requesting removal of access privileges when a user 

no longer needs access because of transfer, job change, resignation, retirement, 
termination, or any other separation from the supervisor’s/COTR’s organization or 
change in business need. 

 
Note: If FSA-13-A is not submitted to SLR/ISOS, a user’s personal request will not be 

granted.  If unneeded accounts or access privileges are discovered during an audit or 
review, the individual’s 2nd line manager will be notified. 

 
Individuals will be provided with initial training by their supervisor/COTR before receiving 
a computer user ID.  This training provides individuals with “Security Expectations and 
Rules of Behavior” and “Security Incident Response Guide for Users,” but does not 
substitute for taking the full training course described in Notices IRM-367 and IRM-370. 

 
The “Security Expectations and Rules of Behavior” flyer is available at either of the 
following: 
 
• ftp://ftp-fc.sc.egov.usda.gov/ITC/SecurityBrochures/SecurityExpectationsFlyer_Final.pdf 
 
• ftp://ftp-fc.sc.egov.usda.gov/ITC/SecurityBrochures/ 

SecurityExpectationsFlyer_VisuallyImpairedVersion_Final.doc. 
 
The “Security Incident Response Guide for Users” is available at either of the following: 
 
• ftp://ftp-fc.sc.egov.usda.gov/ITC/SecurityBrochures/SecurityIncidentResponseGuide.pdf 
 
• ftp://ftp-fc.sc.egov.usda.gov/ITC/SecurityBrochures/ 

SecurityIncidentResponseGuide_508.doc 
 

Notes: FSA-13-A’s are: 
 
• required for access requests for creation, deletion, and modification to any FSA, 

NITC, NFC, ITS, and/or other agency’s systems and/or applications available for 
access privileges by FSA employees, contract employees, and partners 

 
• requested through ISOS. 
 
If FSA-13-A’s are not submitted to the SLR/ISOS, requests will not be granted. 
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2  Responsibilities (Continued) 
 

B SLR Responsibilities 
 

SLR’s are responsible for: 
 
• processing the parts of FSA-13-A’s for which SLR has authority 
• submitting FSA-13-A’s, as appropriate, to ISOS for processing 
• maintaining electronic and/or paper copies of FSA-13-A’s 
• contacting individuals and/or supervisors/COTR’s upon completion 
• reviewing quarterly a sample of applications to which users have access privileges 
• reviewing active ID’s on FSA systems and applications. 

 
C ISOS Responsibilities 
 

ISOS is responsible for: 
 
• processing the parts of FSA-13-A’s to which ISO has authority 
 
• submitting FSA-13-A’s to the appropriate Agency or office for additional processing; 

such as NFC, NITC, ITS, etc. 
 
• maintaining electronic and/or paper copies of FSA-13-A’s 
 
• contacting SLR’s, individuals, and/or supervisors/COTR’s upon completion 
 
• reviewing quarterly a sample of applications to which users have access privileges 
 
• reviewing active ID’s on FSA systems and applications 
 
• training/instructing SLR’s, individuals, and/or supervisors/COTR’s on proper access 

privileges request procedures. 
 

D Individual Granted Access to Secure Systems Responsibilities 
 

It is the responsibility of each individual, in which management grants the privilege to access 
an electronic data system, who is requesting access to FSA systems and data to: 
 
• read and sign FSA-13 and submit to the user’s manager 
 
• complete and submit FSA-13-A to their manager 
 
• confirm that a background check has been requested from HRD or their Administrative 

Officer 
 
• confirm to supervisor/COTR that the individual has completed the Initial Security 

Awareness Training according to subparagraph A. 
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3  Procedures 
 
A Large Offices Procedures 
 

Large offices include the National Office; Kansas City, Missouri; St. Louis, Missouri; and 
the Aerial Photography Field Office. 
 
Supervisors/COTR’s shall submit FSA-13-A’s to ISOS for processing on the behalf of users. 
 
Note: Users are never permitted to submit FSA-13-A’s on their own behalf.  Users must 

have a member of their management chain sign and submit FSA-13-A’s to ISOS. 
 

B Procedures for Service Center Offices 
 

Service Center Offices include State Offices, County Offices, and District Offices. 
 
The individual’s local supervisor/COTR submits FSA-13-A to the designated SLR for the 
user’s Service Center.  SLR’s submit FSA-13-A’s to the FSA ISOS. 

 
Note: Users are never permitted to submit FSA-13-A’s on their own behalf.  Users must 

have a member of their management chain sign and submit FSA-13-A’s to ISOS. 
 
4  Acceptable Request Format 

 
A FSA-13-A (10-25-06) 
 

FSA-13-A: 
 
• is the only acceptable system access request format for privileges 
 
• will replace FSA-13B’s, FSA-13C’s, KC-328’s, and KC-330’s.  SLR’s and ISOS will no 

longer accept FSA-13B’s, FSA-13C’s, KC-328, or KC-330’s.  Completed FSA-13-A’s 
should be submitted by FAX to 816-926-6090. 

 
For more information on access privileges, contact the ITSD Information Security Office, 
ISOS, by: 
 
• e-mail to security@kcc.usda.gov 
• telephone at 816-926-6537. 
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       Notice IRM-382 Exhibit 1 
 
FSA-13-A (10-25-06) 
 

This is an example of FSA-13-A. 
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       Notice IRM-382 Exhibit 1 
 
FSA-13-A (10-25-06) (Continued) 
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       Notice IRM-382 Exhibit 1 
 
FSA-13-A (10-25-06) (Continued) 
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