UNITED STATES DEPARTMENT OF AGRICULTURE

Farm Service Agency Notice IRM-391

Washington, DC 20250

For: State and County Offices

FY 2007 Mandatory Security Awareness and Privacy Act Training
for STC, COC, COC Advisors, and COC Alternates

Approved by: Deputy Administrator, Management
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1 Overview

A Background

The Federal Information Security Management act (FISMA) of 2002 requires annual security
awareness training for all employees, contractors, and partners that have access to
government information systems. In a memorandum, dated July 18, 2006, the USDA Chief
Information Officer (CIO) directed all USDA employees and contractors to complete the
“FY 2007 USDA Privacy Basics” training.

The “FY 2007 Security Literacy and Basics” and “FY 2007 USDA Privacy Basics” training
courses have been combined into 1 course with 2 modules. FSA STC and COC members,
COC advisors, and COC alternates that have served as a COC member do not have access to
the Agency’s information systems and for this reason should be exempted from the “FY 2007
Security Literacy and Basics” training requirements. However, the “FY 2007 USDA Privacy
Basics” course is designated as mandatory training and must be completed by all STC and
COC members, COC advisors, and COC alternates. These partners have a significant
responsibility to ensure that:

e sensitive data entrusted to them is secure

e FSA customers and employees sensitive personal data is not divulged to unauthorized
personnel, lost, or stolen.

USDA Cyber Security established a waiver process for compact disk (CD) and hardcopy
training for limited situations where employees, partners, and customers do not have access
to AgLearn. DAFO will submit a single waiver request to the FSA Information Security
Office (ISO) on behalf of STC and COC members, COC advisors, and COC alternates. 1SO
must obtain final review and approval from Cyber Security before alternative training
materials are made available for distribution.

Disposal Date Distribution
August 1, 2007 State Offices; State Offices relay to County Offices
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Notice IRM-391

1 Overview (Continued)
B Purpose
This notice:
e explains the mandatory “FY 2007 USDA Privacy Basics” training requirements
e provides procedures for certification of training completion
e provides contact information
e obsoletes Notice IRM-374.
C Authorities and References
Procedure references are:
e the Privacy Act of 1974, as amended (Pub. L. 93-579, 5 U.S.C. 552a)
e OMB Memorandum M-06-16, Protection of Sensitive Agency Information, dated
June 23, 2006
e memorandum for all USDA employees and contractors from CIO about “Protecting and
Safeguarding Privacy Act Protected Information,” dated July 18, 2006 (see Exhibit 1)
e USDA Cyber Security Manual Series 3500.
2 General Information
A DAFO
DAFO will:
e submit the appropriate waiver and exemption requests to 1ISO
e submit a waiver to 1ISO requesting authorization to distribute the hardcopy “FY 2007
USDA Privacy Basics” training to STC and COC members, COC advisors, and COC
alternates
o distribute hardcopy training material to State Offices after receiving the material from
ISO
e certify completion of the “FY 2007 USDA Privacy Basics” training by STC and COC
members, COC advisors, and COC alternates to ISO by COB June 15, 2007.
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2 General Information (Continue)

B Deadline

The deadline for STC and COC members, COC advisors, and COC alternates to complete the
hardcopy version of the “FY 2007 USDA Privacy Basics” training is COB June 8, 2007.
This date has been established to allow time for FSA to certify to Cyber Security that STC
and COC members, COC advisors, and COC alternates completed training before USDA’s
deadline of June 29, 2007.

C Contacts and Additional Information

If there are questions:

e County Offices shall contact the State Office
e State Offices shall contact 1 of the following according to subject:
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training material and certificaton, contact Ragh Singh, DAFO, Field Operations
Specialist by:

e e-mail at ragh.singh@wdc.usda.gov
e telephone at 202-720-7094

Privacy Act policy questions, contact Norma Ferguson, FOIA/Privacy Act Officer by:

e e-mail at Norma.Ferguson@wadc.usda.gov
e telephone at 202-720-5534

AgLearn administrators guidance, contact Bessy Plaza, National Office HRD
Training Coordinator by:

e e-mail at Bessy.Plaza@wdc.gov
e telephone at 202-401-0365

employee training, contact Ruby Hervey, KCHRO, States Office Training
Coordinator by:

e e-mail at Ruby.Hervey@kcc.usda.gov
e telephone at 816-926-2834.
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3 Actions

A CED’s

CED’s shall:

by June 8, 2007, certify in writing to SED that all COC members, COC advisors, and
COC alternates have completed the required “FY 2007 USDA Privacy Basics training
(see Exhibit 2)

ensure that new COC members, COC advisors, and COC alternates complete the
mandatory “FY 2007 USDA Privacy Basics” training within 30 workdays of their start
date

maintain a record in COC minutes of all COC members, COC advisors, and COC
alternates that completed the “FY 2007 USDA Privacy Basics” training.

B SED

SED’s shall:

by June, 15, 2007, certify in writing to DAFO, Attn: Ragh Singh, that all STC and COC
members, COC advisors, and COC alternates have completed the required “FY 2007
USDA Privacy Basics” training (see Exhibit 3)

Note: FAX the signed certificate to 202-720-1096.
ensure that new STC and COC members, COC advisors, and COC alternates, including
any advisors and any alternates called to serve as COC members, complete the mandatory

training within 30 workdays of their start date

maintain a list of all STC and COC members, COC advisors, and COC alternates that
completed the “FY 2007 USDA Privacy Basics” training.

Note: File the list according to 25-AS, file code “PM-16 Training”.

C AgLearn Administrators
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Local AgLearn Administrators shall:

ensure that AgLearn is updated to document STC and COC members, COC advisors, and
COC alternates exemptions

ensure training completion is documented only after receiving the individual certificates

follow guidance from the National Office Training Coordinator on how to document
training exemptions and completions in the AgLearn system.
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Protecting and Safeguarding Privacy Act Protected Information Memorandum

Exhibit 1

United States
Department of
Agriculture

Offica of the Chief
information Offlcer

1400 Independence
Avenue SW

Washington, DC
20250

USDA
‘ :/y( 5
g

(2%..
MEMORANDUM FOR ALL USDA EMPLOYEES AND CONTRACTORS

FROM: David M. Combs M M
Chief Information Officer ‘

SUBJECT: Protecting and Safeguarding Privacy Act Protected Informatien

The Department of Agriculture (USDA) has established administrative, technical, and
physical safeguards to comply with the Privacy Act as well as protect its information
technology systems. My memorandurmn of June 16, 2006 informed you about the
availability of a web-based course in Aglearn, “USDA Privacy Basics,” which
teaches the Privacy Act and how protecting that data relates to the work at USDA,

It is the responsibility of all of us to protect and secure our sensitive and personally
identifiable information at USDA. The Office of Chief Information Officer (OCIO)
believes that all employees and contractors should be cognizant of why and how to
protect Privacy Act information. Therefore, effective immediately all employees and
coniractors are required to complete the “USDA Privacy Basics™ course by
September 15, 2006. This course is in addition to the anmual Security Awarencss

Training.

For additional information contact your agency Chief Information Officer or Director
of Information Technology.

AN EQUAL OPPORTUNITY EMPLOYER

4-30-07

Page 1
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County Office Certification of Completion of FY 2007 Hardcopy Privacy Basics Training

TO: SED
FROM: CED

SUBJECT:  Management Certification of Completion of FY 2007 Hardcopy Privacy Basics
Training

I certify to the following:

1. All COC members, COC advisors, and COC alternates called to serve as COC members have
completed the required Privacy Basics training. This hardcopy training was not used by
individuals with web or CD access to the training.

2. COC members, COC advisors, and COC alternates called to serve as COC members completing
the hardcopy training have not circumvented Department Regulation 3620-001 “USDA eLearning
Services, Courseware, and Content” to avoid use of the Department’s AgLearn system to provide
this training.

3. A ssigned training certificate validation for each individual has been submitted to the AgLearn
administrator.

CED Signature Date
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State Office Certificate of Completion of FY 2007 Hardcopy Privacy Basics Training

TO: DAFO
FROM: SED

SUBJECT:  Management Certification of Completion of FY 2007 Hardcopy Privacy Basics
Training

I certify to the following:

1. All STC and COC members, COC advisors, and COC alternates called to serve as COC members
have completed the required Privacy Basics training. This hardcopy training was not used by
individuals with web or CD access to the training.

2. STC and COC members, COC advisors, and COC alternates called to serve as COC members
completing the hardcopy training have not circumvented Department Regulation 3620-001
“USDA eLearning Services, Courseware, and Content” to avoid use of the Department’s AgLearn
system to provide this training.

3. A ssigned training certificate validation for each individual has been submitted to the AgLearn
administrator and the AgLearn data base has been updated to document completions.

SED Signature Date
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