UNITED STATES DEPARTMENT OF AGRICULTURE _
Farm Service Agency Notice IRM-450
Washington, DC 20250

For: FSA Employees and Contractors

Incident Management for FSA Software Applications

Approved by: Associate Administrator for Operations and Management

(o B (o

1 Overview

A

Background

USDA approved the transfer of information technology (IT) support functions from FSA to
OCIO/Information Technology Services (ITS)/Technical Support Division (TSD) in

October 2004. Support for FSA software applications remained a responsibility of FSA
Washington, DC, offices for farm programs, FLP’s, ITSD/Information Processing and User
Support Office (IPUSO)/Application Support Group (ASG), and the Geographic Information
System Office (GISO).

Purpose

This notice provides a description of the procedures FSA users in State and County Offices
shall follow to:

e request assistance with FSA software, policy, and procedure
e access the GIS status site

e access the FSA production operations application status sites.
Contacts

Direct any questions about this notice to the following:

e for GIS applications, Ted Payne, ITSD, by either of the following:

e e-mail at ted.payne@kcc.usda.gov
e telephone at 202-720-2187

e for non-GIS applications, Robert Bonacker, ITSD, by either of the following:

e e-mail at robert.bonacker@kcc.usda.gov
e telephone at 816-926-1179.

Disposal Date Distribution

November 1, 2012 All FSA employees and contractors; State Offices

relay to County Offices

5-10-12
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Notice IRM-450
2 Support for FSA Software Applications
A Application Status Reporting
Informational web pages have been created to provide FSA users with current information
about the operating and performance status of a subset of FSA applications. FSA users can
obtain information from web pages located at the following links:

e GIS Applications Status

https://fsa.sc.egov.usda.gov/mgr/IPUSO/FP%20WebPart%20Pages/FP%20Applicat
10n%20Status.aspx

https://fsa.sc.egov.usda.gov/mgr/GIS/Lists/FSA%20G1S%20Alerts/Allltems.aspx

https://itsalerts.sc.egov.usda.gov/dashboard/Lists/Agency/Category.aspx?Name=FS
A%20Applications

https://itsalerts.sc.egov.usda.gov/dashboard/default.aspx
e Farm Program Applications Status

https://fsa.sc.egov.usda.gov/mgr/IPUSO/FP%20WebPart%20Pages/FP%20Applicat
i0n%20Status.aspx

e FLP Applications Status

https://fsa.sc.egov.usda.gov/mgr/IPUSO/FLP%20WebPart%20Pages/FLP%20Appli
cation%20Status.aspx?PageView=Shared

e Production Applications Performance Calendar.

https://fsa.sc.egov.usda.gov/mgr/IPUSO/Lists/ISG%201ssues/App%620Perf%201ssue
%20Calendar.aspx

Note: To receive automatic e-mail notifications when the application status sites listed in
this subparagraph change, follow the alert subscription instructions located at
https://fsa.sc.egov.usda.gov/mgr/IPUSO/Standard%200perating%20Procedures
/1PUSO%200C/IPUSO-OFFICE%20Tip%20Sheet%20027%20-
%20SharePoint%20Alert%20Subscriptions.pdf.
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2 Support for FSA Software Applications (Continued)

B Problem Referral

5-10-12

FSA users will refer problems with FSA software applications to their FSA State Office
program specialists or program coordinators. FSA State Office program specialists/
coordinators will either resolve the problem or have the problem referred to the appropriate
source for resolution.

FSA State Office Program Specialist/Coordinator Responsibility

FSA State Office program specialists/coordinators will provide initial troubleshooting and
research for users of FSA software. This table provides details for requesting assistance.

IF the State Office program specialist/ THEN the State Office program
coordinator determines... specialist/coordinator shall...

there is a question on the policy or procedure |refer the problem to the appropriate
Washington, DC, program sponsor.
procedure has been followed and the software | have an incident entered into the problem

is not working according to procedure tracking system, which is currently Remedy.

Incident Reporting

Problems reported in the Remedy Problem Tracking System are referred to as “Incidents”.
After determining there is a software problem according to subparagraph C, State or County
Offices can create incidents in Remedy by any of the following methods:

e enter the incident into the computer by using Remedy Self-Service (SRM)

Note: To access SRM, CLICK “TSD” icon in the system tray that is generally located at
the bottom right of computer screens.

e contact the user’s State OCIO/ITS/TSD representative who will enter the incident into
Remedy

e contact the OCIO/ITS Service Desk at 800-457-3642 and an incident will be created for
the user and referred to the appropriate resources.

Exception:  Requirements for initial access to NFC and FSA systems, and the reporting of
some security problems and/or incidents, should be referred directly to the
appropriate FSA Security Liaison Representative for State and County
Offices, or ITSD Information Security Office for large offices and National
Offices.
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2 Support for FSA Software Applications (Continued)

E Handling Remedy Incidents
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User Remedy incidents will be forwarded to OCIO/ITS/TSD. OCIO/ITS/TSD will review
the incident, request additional information if needed, and provide tier 1 support. If
OCIO/ITS/TSD is not able to resolve the incident, OCIO/ITS/TSD will escalate the incident
to the appropriate group for resolution. For:

e FSA GIS software, the incident will be forwarded to the GIS Desktop Applications
Support Office

e all other FSA software applications, the incident will be forwarded to ITSD/IPUSO/ASG.
The Remedy incident will remain open until the customer confirms the problem is resolved.
ITSD/IPUSO/ASG and GISO Responsibility

Incidents about problems with FSA software that are entered in Remedy will be referred to
ITSD/IPUSO/ASG or GISO depending on the incident. ITSD/IPUSO/ASG or GISO will
take ownership of the problem and contact the customer by phone or e-mail. The incident
will remain in open status until the customer confirms the problem is resolved. For technical

issues that cannot be resolved, ITSD/IPUSO/ASG or GISO may engage the responsible
development team or OCIO/ITS for resolution. Development teams consist of the following:

e program sponsor
e software development group
e software testing group.

OCIO/ITS Responsibilities

OCIO/ITS is responsible for the network, servers, and other IT infrastructure on which
FSA’s software resides.
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